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1 - GIRIS

Fox-iT'den, Tlrkiye'de halen devam eden hukuli
buiunulmustur. Bu talep, tutukianmig bazi misterileri temsil
olarak anilacaktir) tarafindan yapilmigtir. Mivekkil asad:
etmektedir.

Turk Hikidmeti terdrist 6rgiit oldugu iddia edilen Fethullahgt Terdr Orgutli / Paralel Devlet
Yapillanmasi (FETO/PDY)' sorusturmalarini aktif olarak ylritmektedir. Bu amacla, Tirk istihbarat
Teskilati MIT (Milii istihbarat Teskilat), ByLock mesajlasma uygulamasi ile FETO/PDY arasindaki iliskiyi
aragtirmigtir. MIT, Bylock uygulamasi ve Byl.ock kullanicilarinin iddia edilen FETO/PDY ile olan
iligkisine dair bulguian igeren sorugturma hakkinda bir rapor hazirlamistir. Bu rapor (bundan sonra MIT
raporu olarak anilacaktir) Ankara'daki bagsavciliya génderilmistir.

Miivekkiie gére bu rapor, Trk savcilan tarafindan, ¢ok sayida kisiyi iddia edilen FETO/PDY uyesi
olarak tespit etmek ve Byl.ock'u kullandiklar gerekgesiyle tutuklamak icin kullaniimaktadir. Mivekkile
gore, MIT raporundaki bulgular ve sonuglar dikkatlice incelenmemistir ve yanligtir. Bu nedenle, Mlvekkil,
Fox-IT'den raporu yeniden incelemesini ve raporda kullanilan metotiarin, buigularin ve sonuclarin
saglamlid ile ilgifi bilirkisi gérigtni bildirmesini istemistir.

Fox-IT, MiT'in Tlrkge olan raporunu ve "ByLock Uygulamas Teknik Raporu” (Byl.ock Application
Technical Report) baglikli tercime edilmig iki kopyasini teslim almigtir. ik gevrilen rapor, Tark¢e'den
Hollandaca'ya yeminli bir geviridir. tkinci tercime raporu, 19 Temmuz 2017'de yazilan Hollandaca'dan
ingilizce'ye yeminli bir geviridir. Bu ikinci rapor, Fox-IT tarafindan bu bilirkisi raporu kapsaminda gézden

gegirilmistir.

1 FETO/FDY ad), Hizmet hareketi oiarak da adlandinian Tlrkiye'de sosyal bir hareketi ifade etmektedir. FETG/PDY ismi bir terdrist érgiti anlaminda

kullaniimaktadir. Mivekkile gore, hareket genellikie Tiirk hiiklimeti disinda bir tesér Grgiitli olarak taninmamaktadir. Bu tarigma Fox-IT'nin uzmaniik alani digindadir.
Carpiklik izlenimini dnlemek igin, s0z konusu organizasyon, bu raporda iddia editen FETG/PDY olarak adlandiracaktir.




(o LIRS
2 - ELE ALINAN KONULAR oo f"m

Q:s
Bu boitm, bilirkisi inceleme raporunda ele alin mkonulanaf,:lk'

tarafindan ortaya konulmus ve Muvekkil ile is birfigi igi F Ejtalrra(ﬁqdan
raporda, Fox-IT tarafindan, asagidaki konular ele alin ﬁkt a0 w

A cerediiad

1. Byl.ock Sorusturmasinda MIT tarafindan kullanilan So ftrma Metodya¥akkinda Fox-IT'nin
Diistinceleri Nelerdir? '

2. MiT'in ByLock uygutamasi kuilanan kigileri tespit etme yéntemi ne kadar saglamdir?

a. ByLock Hesaplarini kigilerle iligkilendirmek icin nasii bir metod kullanilmigtir ve bu metod ne
kadar givenilirdir?

b. ByLock hesaplan nasil bir yolla olusturulmustur ve baska bir kisiyle iliskilendirilebilecek
hesaplar eklemek mimk{in midor?

c. Bir ByLock kullanicisinin gergekten aktif oldugunu tespit etmek igin nasil bir metod
kulaniimistir ve bu metod ne kadar givenilirdir?

3. MiT'in, FETO/PDY ile ByLock arasinda ifigki oldudu hitkmiindeki gegerlilik yeterlifi§i nedir?
a. ByLock uygulamasinin sadece FETO/PDY tarafindan kullanildi§1 hikmiine nasil varimistir?
b. Ifade edilen bulgular ve hikkim {izerinde Fox-IT'nin gorust nedir?

c. Guvenlik acisindan, Byl.ock uygulamasi, diger benzeri mesajlasma uygulamaiar ile nasil
iligkilidir?

4. Byl.ock sorusturmasi ile ilgili Fox-IT tarafindan tespit edilen bagka hususlar var midir?
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3- YONTEM

Bu bolum, bu bilirkisi raporunda talep ediien sorust
kullarulan yontemi agiklamaktadir. Yoéntem iki kisma ayriabilir; :
bahsi gecen gercekieri ve gézlemleri dogrulamak igin orijinal v ﬁi‘e i Her iki kiSim da asagidaki
alt bolimlerde agikianmugtir. _ o /SO 801 &150 17100 ;:;'/"

3.1- MIT Sorusturmasmnin ve MIT Raporunun Analizi\& . Accredited rw

Bu aragtirma sirasinda Fox-IT, MIT tarafindan kullanllan\gﬁxaj sorusturma slirecinin saglamiig:
baglaminda MIT raporunu analiz etmigtir. Ozellikle, MiT sorustur é@mﬁg‘pgfg ;one surdugu tezleri,
bulgular ve hilkimleri degerlendiriimigtir. ByLock sorugturmasinin somuciar yasal iglemlerde kanit
olarak sunuldugundan, sorusturma bir adli sorusturma olarak degerlendirilmistir. Adli kamit ve adli
sorugturma ilkeleri Gzerine ¢ok sayida ilgili makale ve kitap yaztimistir, Fox-IT, sorugturmalari yuriturken,
"Dijitat Kanit ve Bilgisayar Sugu"? (kitabin orijinal ismi "Digital Evidence and Computer Crime"} kitabinda
tanimlanmig olan asagidaki ilkelere badh kaimaktadir.

1. Nesnellik: Kararlarin, gerceklerin olabildidi en net hali ile verilebimesi icin, kanitlarin
yorumlanmast ve sunulmasi tamamen carpitmasiz olmalidir. Arastirmacinin bakis acisinin
sinirlandinimamasi ve aragtirimasinda tarafsiz olmasinin garanti altina alinabilmesi icin olasi tim
hipotezler analiz edilmeli ve degerlendiriimelidir.

2. Delil Gegerliligi: Delillerin dogrutanmas, delillerin iddia edildigi gibi olup olmadiginin belirlendigi
surectir. Buna, sunulan delilin toplandigi zamanki ile ayni oldugunun gésterilmesi ile birlikte, delillerin
toplandidt yerin tarihi ve yeri de dahildir. Bir karut zinciri belgesi, kanittari kimlerin ve ne amagla ulagtigini
gostermek acisindan énemlidir.

3. Kanit bitinlkga: Batlinlik  denetimi, kanitlann toplanma asamasindan itibaren
degistiriimedigini dogrulamak icin gereklidir. Béylece kanitlanin gecerliligi desteklenmis olur. Dijital
verilerin dogrulama iglemi genellikle kripto grafik 6zet fonksiyonu hesaplanmasina dayanir. Kripto grafik
ozet fonksiyonu verinin (neredeyse) benzersiz bir parmak izini retir. Bu parmak izi, verilerin kripto grafik
ozet fonksiyonu hesapland:§1 andan itibaren degismedigini dogrulamak icin her zaman kullanilabitir.

4. Seffaflik / Tekrarlanabilirlik: Dijital adli sire¢, bitiinliyle bagimsiz olarak sinanabilmeli ve
dogrulanabilmelidir. Dogrulamanin anahtar bir unsuru, iglemin ayn: kosullar altinda her calistirildi§inda,
tutarli bir kalite seviyesi ile adli sirecin yeniden Uretebilmesidir. Tim hipotezierin kokenleri dahil
edilmelidir.

Bu ilkeler, MIT sorugturmasini ve raporunu dederlendirmek igin gegerli kriterler olarak uygulanmistir,

3.2 Olgu Kontrolii

Fox-IT, MIT raporunun sonuglar ile ilgili olgu ve gézlemieri dogrulamaya galismistir. Bu amagla,
acik ve kapah kaynaklar arastirilmig ve bu aragtirmanin yapildi§i sirada mevcut olan veriler ile Byl ock
verisi analiz edilmistir. Analiz, ByLock Android uygulamasimin kaynak koda donustirtlmesi ve
dénusturilen kodun statik analizini de igermektedir. Bélim 5, hangi ByLock uygulama verisinin Fox-IT
tarafindan incelendigini aciklamaktadir.

Ayrica, Google aramalan, Twitter ve dijer cevrimici platformlarla ilgili olarak MIT tarafindan
agiklanan géziemieri dogrulamak igin gevrimici agik kaynak arastirilmistir. ByLock sunucularindan gelen
veriler Fox-IT tarafindan analiz igin uygun degildir. Bu nedenie, MIT tarafindan belirtilen gézlemler ve
olgular, ByLock sunucu verileri dikkate alinarak kontrol edilememistir.

Cesitli olaylaria ilgili net bir genel gérinim olusturmak igin Fox-IT ve MIT tarafindan sunuimus
olan ¢esitli gozlemler ve olgular bir zaman cgizelgesine yerlestiritmistir. MiT raporunda, 15 Temmuz
2016'da darbe girigimi 6nemli bir nokta olarak géruldigil igin bu tarih, Fox-IT'nin raporunda da defalarca
bir referans noktasi olarak belirtiimistir.

2 "Digital Evidence and Computer Crime" kitabi, 3. basim. 2014, Eoghan Casey.
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4- BULGULAR _ a/ AN oA
4.1- BylLock Sorusturmasinda MIT Tarafindan Kull ﬁan;S‘érﬂsmﬁW Megonu Hakkinda
oy

i 1
[l e

Fox-IT'nin Diiglinceleri Nelerdir? . e 180 5007 £ e ey,
ByLock uygulamasi ve iigili iletisim sunucutars, MIT tarafnﬁ&%‘n telmwﬁg fhﬁéiéﬁi@ye  fabi tutuimustur.
'S F%SHFF{,“'EWIITJ,taﬁ indan yapilan

MIT raporunda, izlenen metod aclk bir sekilde tanlmlanman{‘%p
sorusturmayi agiklamaya ¢alismis ve MIT raporunun bélim iceriklerti, gidaki-gi Hzetlemistir:

Bolum 2, ByLock uygulamasi hakkinda genel bilgi vermektei!@ﬁ"ra&QZ

Bolum 3.1, Bylock uygulama sunucularinda saklanan verilerin elde edilmesindeki yasal
gerekgeleri ve kullanifan yontemieri agiklamaktadir.

Bolum 3.2, BylLock ile ilgili IP adreslerinin ve alan adlannin MIT tarafindan gergeklestirilen bir
analizini agiklamaktadir. Uygulamanin farkll sOrGmierinin ve agik kaynak arastirmalarinin analizi
sayesinde MIT gézlem yapmakta ve uygulama altyapisi Ozerine sonugiara varmaktadir.

B6lim 3.3, MIT tarafindan gergeklestirilen ByLock ile ilgili agik kaynak arastirmasinin sonuglarini
agiklamaktadir. MIT, arama motorlarinda "ByLock” sbzcUgl icin Turkiye'den ve dlnyadan yapilan
aramalan karsilagtirmistir. MIT bu gézlemlere dayanarak, ByLock uygulamasinin kullanimina ve
hedeflerine iligkin hiklimier ¢cikarmaktadir.

Baolum 3.4, BylLock tarafindan kuitanilan sifreleme protokollerinin analizinden ve MIT tarafindan
gerceklestiriien ters mihendislikten elde editen sonugian aciklamaktadir,

Bélim 3.5, MIT tarafindan gergeklestirilen bir BylLock sunucusunun analiz sonuglarnni
agtkiamaktadir. Bylock altyapisini izah etmekte ve Bylock sunucusu ile sunucunun iddia edilen
yoneticisi hakkindaki gézlemlerini agiklamaktadir. Yoneticinin niyetlerine iliskin gozlemiere dayall
ctkarimiar yer almaktadir.

Bolim 3.6, sunucudan elde edilen veri tabani dosyalarinin incelenme sonuclarin! agiklamaktadir.
MIT, ByLock uygulama verisinin depotandigl 109 GB'lik bir veri tabani dosyast elde etmistir. Bu bolim
veri tabani modeli ve iceridi Uzerinde durmaktadir.

Bolim 3.7, MIT tarafindan analiz edilen ByLock sunucusunun istatistiksel verilerini
aciklamaktadir. )

Bolum 4, degerlendirme ve sonucu igermektedir. MIT, ByLock'un sézde FETO/PDY terdr orgutd
Uyelerinin 6zel kullanimina sunuldugu hiikkmiine varmaktadir.

» 4.1.1. Saydamlik ve Kamitlarin Dogrulugu

Fox-IT, MIT raporunda genel bir seffaflik eksikligi gézlemlemistir. Ayrica, arastirlan verilerin
butunloganan dogrulanmasina olanak saglayan hicbir bilgi bulunamamistir. Bu bélimde bu iki bulgu
Uzerinde durulacaidir.

Fox-IT, MIT raporuna dayanarak yaptid! calismada, Bylock verilerinin islenmesi sirasinda
delillerin etkilenmedigini dogrulayamamistir. Bir veri kiimesinin kripto grafik Ozet fonksiyonunun
hesaplanmas, verideki bittnliigin daha sonra dogrutanabilmesi igin adli veri Gzerinde parmak izi alma
amagh kabul edilmis bir ydntemdir. Sonraki asamalarda, dijital adli slre¢ sirasinda kanitlann
butinluguniin degistiriimedigini bagimsiz olarak dogrulamayt miimkiin kilacak bicimde, kripto grafik 6zet
fonksiyon ¢iktilarini belgelemek ve bir denetim izi olugturmak iyi bir uygulamadir. MiT raporunda higbir
kripto grafik 6zet fonksiyonu ciktisi, yazi veya denetim izi bulunmamaktadir. Bu kripto grafik &zet
fonksiyon g¢iktiianinin elde olmasi, ézellikle énemli bulgularin ByLock veri tabani veri kiimesinden
taretildiginden emin olunabilmesi agisindan zorunludur.

MIT raporunda birgok buigular ve hikiimier agliklanmakta ancak raporda bulgulann elde
edilmesinde kullanilan analiz adimlarina iligkin bir agiklama bulunmamaktadr. Bu, okuyucularin
kullanilan  sorusturma yéntemini incelemelerini  zorlastirmaktadir. Seffaflk, adil yargl geregidir.
Sorugturmanin givenilir ve kesin oldugunu dodrulamak miimkan olmahdir. MIT raporunda, seffaflik
hususunda en dnemli eksikliklerin oldugu béiim Bélim 3.6'dir. Bu bélim, ByLock sorusturmasinin
onemli bir bélimd olup Byl.ock sunucusunda yapilan sorusturmanin sonuciarina yer vermektedir. Bu
bolum kendi iginde tutarsiz bulunan ekran gérintileri ile ait oldugu metin ile tutarsiz ekran gorintaleri
icermektedir. Bu da, kaynak verilerin veya ekran gériintlisiiniin (veya her ikisinin de) maniplle edildigini
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gostermektedir. BSIim 4.4.1°de bu konu lizerinde durulmustur, MIT Raporu, analistin ekran gériintiistini
elde etmek igin kullandid1 adimlar detaylandirmig olsaydi, tutarsizlikiari agikhiga kavusturmak mimkin
olabilirdi. Ancak durum bdéyle degildir. Sonuglarin batGnitguyle ilgili sorutan giindeme getirmesi ve
bulgularin elde edilis yontemlerini incelemek ve sonuclarini onaylayip dogrulamak igin hicbir yolu
mimkan kilmamasi nedeniyle, Fox-IT bunu ciddi bir sorun olarak gérmektedir.

Ayrica, sorusturulan verilerin hangi yéntemle ve hangi lokasyonda elde edildigini ve hangi tzel
tekniklerin kullanildigini belgelemek iyi bir adli tip uygulamasidir. MIT raporunda veri toplamna ile ilgili
dokiimantasyon bulunmamaktadir. Bu durum, veri kiimesinin eksiksiz olup olmadiginin ve tim ilgili
verileri igerip icermediginin dogrulanmasini imkansiz kilmakiadr.

» 4.1.2. Uygulama Sunucular ve BylLock.net Etki Alani

MIT raporu Bélim 3.2.'de sunulan ilk bulgu, 1 Eylil 2015 - 9 Ekim 2016 arasindaki dénemde
bylock.net i¢in sadece 46.166.160.137 numarali IP adresinin kulianildigidir. MIT, "David Keynes" adina
duzenlenmig, kendisinin olusturup imzaladiy) SSL sertifikasi ile iligkili olarak yurttulmus calismalaria
dokuz farkl IP adresini tespit etmistir. Fox-IT, bulgular dogrulamak icin ByLock tarafindan kullanilan 1P
adresleri ve afan adlari hakkinda arastirma yapmistir.

Fox-IT, PassiveTotal'® kullanarak yaygin adi "David Keynes" olan SSL sertifikasini barindiran
IP adresleri igin bir arama gergeklegtirmistir. Bu arama, asagidaki 10 IP adresiyle sonuclanmistir:

46.166.168.137 TR : IR ' '
46.166.164.176

46.166.164.177

46.166,164.178

46,166,164.17%

46.166.164,18@

46.166,164.181

46.166.164.182

46.166.164,183

69.64.56,133

iik dokuz IP adresi MIT raporunda belirtilmistir. Son IP adresi MIT raporunda belirtilmemistir.

Bylock.net, bu IP adresini Nisan 2014'ten Agustos 2014'e kadar kullannustir. Bu nedenle bu IP'nin
ilk ByLock uygulama sunucusu olmasi miimkiindiir. MiT raporunda bundan neden bahsedilmedigi
bilinmemektedir.

Fox-IT, bylock.net etki alani sahipliginin ve IP adreslerinin belirlenmesi amaciyla, bylock.net ve
IP adresi 46.166.160.137 i¢in agik kaynakli bir sorusturma gerceklestirmistir. Bu bilgilerde zaman iginde
yapilan degisiklikler ek 7.1'de listelenmistir. Bylock.net alaninin 46.166.164.137 adresine ¢oziimlenmesi
yalnizca A gustos 2014 ile Mart 2016 arasmdad:r. Bu, bylock.net'in I Eyhil 2015'ten 9 Ekim 2016'ya kadar
bu IP adresinde ¢6ziimlendigine dair MIiT Raporunda bulunan ifade ile ¢elismektedir. Fox-IT, bylock.net
alamnin yalnizea Mart 2016'ya kadar etkin oldugu ve Nisan 2016'dan 15 Temmuz 2016 tarihine kadar
olan zaman arahiginda ise kullanilmis olamayacagi sonucuna varmustir. Tablo 1, ByLock versiyonlarinin
zaman ¢izelgesini icermektedir.

.
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April 2014 Bylock.net domain resolving 69.64 .56 132 PassiveT otal

11 july 2014 Android Bylock 1.1.3 upleaded to downloadatoz downloadator.com
13 July 2014 Android Bylack §.1.3 uploaded to Google Play Store web.archive.org

10 August 2G14 Bylock . net domainresolving to 46. 166, 160,137 PassiveTotal

22 August 2014 i0S Bylock 1.1.3 upioeded to Apple App Store SISO IOWET,COMm
23 August 2014 Android Bylock 1.1.4 uploaded to downloadator downloadatoz.com
24 August 2014 Ematl confirmation from balticservers that 1P range MiT report, page 14

46.166.164 176/ 29 is ready for use

—Sra

4 September 2014 Android Bylock 1.1.6 uploaded to downloadatoz downloadatez.com A‘}&? ST
X —
15 November 2014 Blog announcement re blacking of IP addresses MIT report, page 1 hgjj ; i
24 Dec 2014 Andsoid Bylock 1.1.7 uploaded to downloadatoz downioadatoz.w:\)‘ IS “,;,\ e
- 3 SO H0T 8150 y7900 /2
26D i i 8. Accrediteg RSy
e¢ 2014 Android Bylock 1.1.7 uploaded to Google Play Store web.archive org e u S
— S L
oA
March 2016 Bylock.net domain deactivated PassiveTatal ¥ T e s
15 July 2016 Attempted coup Various

Tablo 1. ByLock versiyonlarinin ve bylock.net alan kayitlannin zaman gizelgesi

Daha sonra Fox-IT, uygulama sunucularinin P adresierinin  belirlenmesi icin, ByLock
uygulamasinin Android striim 1.1.6 ve 1.1.7 versiyonlarin: incelemigtir. ByLock 1.1.6 versiyonunda sabit
kodianmig 46.166.164.177 IP adresinin ve Siriim 1.1.7 versiyonunda ise 46.166.164.181 IP adresinin
kulianildigi tespit edilmistir. Her iki IP adresi de MIT raporunda listelenen 1P adresteri arasinda yer
almaktadir. ByLock sirim 1.1.8, 4 Eylil 2014'ten itibaren bir yikseltme olarak kullanima sunulmustur.
Sonug olarak, 4 Eylil 2014'ten sonra, versiyonu ylkseltilen ya da yeni kurulan Byl.ock uygulamasi,
bylock.net adresindeki sunucu yerine bu iki IP adresinden birine baglanmistir. $6z konusu iki sunucu da
(1) ya ByL.ock uygulama sunucusu olarak (2) ya da Byl ock uygulama sunucusuna bir vekil sunucu olarak
ByLock altyapisinin aktif bir pargasi olmustur.

MIT raporunda bu sunucularin aragtinimasiyla ilgili higbir sey belitiimemistir. Bu durum,
agagidaki sorular ortaya ¢cikarmaktadir.

- Bu iki sunucu Bylock altyapisinda nasil kullanildi ve neden bu sunucularin arastiriimas) MiT
raporuna dahil edilmemigtir?

- Bunlar gergekten vekil sunucularsa, IP adreslerinin Tirkiye'den engellenmesine iliskin Torkce
MIT raporunun 26. sayfasindaki ifadelerle iliskisi nedir? MIT raporunda, "Uygulama sunucusu
yoneticisinin gerceklestirdigi IP engellemesinin {...] kullanicilarin gergek IP adresleri ile sunucuya
baglanmasinin tespit edilmesini 6nlemeyi amaciadi§ sonucuna variimaktadir" ifadesi yer aimistir,
ByLock surtim 1.1.6 ve 1.1.7, 46.166.160.137 adresine bagvurmadigindan, s6z konusu sunucuda sdzii
edilen gvenlik duvar engellemesi bu (v1.1.6 ve v1.1.7) ByLock kullanicilarina uygulanamayacaktir. Bu
gozlem, VPN baglantian yoluyla kullanicilan zorlamaya galigan bir ydneticinin oldugu yénindeki MIT
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degerlendirmesini desteklememektedir.
> 4.1.3. Agik Kaynak Arastirmasi

MIT raporu Bélim 3.3.te agiklanan sorusturmada ve sonuglarda birden fazla sorun yer
almaktadir ve bu sorunlann hepsi de varilan sonuglarla iligkilidir.

Arama trendleri

Bolum 3.3'teki itk sekil, 17 Aralik 2013 ile 17 Subat 2016 tarihleri arasindaki diinya genelinde
"Byl.ock™ arama terimi igin Google Egilim sonuglanin: géstermektedir. Ancak seklin altindaki aciklamada
© "Byl.ock arama istatistikleri (Tlirkiye)" yer almaktadir. Bu da su soruyu giindeme getirmektedir: Bu metin
hangi istatistige atif yapmaktadir?

&  by'etk < pargdanhing
gt
ey el e FATTEE RO T aareg il w Lo Wt Reanta o

“ByLock™ Arama Istatistiklert (Tiirkiye)

Tiirkiye'den Aramalar

MIT raporunun 15. sayfasinda "ByLock” terimiyle yapilan aramalarin cogunlukla Fransa, ingiltere
ve ABD'den yapididi belirtiimigtir. Sayfa 15, Google Egilimler sonuglarint gésteren rakamiar
icermektedir. Sorgu, Tirkiye, ABD, Birlesik Krallik ve Fransa {lkeleri igin filtrelenmigtir. Bu okuyucuyu
yanlis yénlendirmektedir. Eger daha yiiksek kullanim istatistiklerine sahip baska tlkeler varsa, bu grafikte
yer alamayacaktir. Glink{ s6z konusu sekil yalnizca bahsi gegen dért (ikeyi gostermektedir.

Fox-IT, Google Egilimler uygulamasinda "BylLock'u arayarak Google Egilimler sonuglarin
yeniden elde etmeye caltsmistir. Bu sorgu 17 Agustos 2017'de gerceklestirilmistir. Sorgu, Google'in farkli
Ulkelerin son kuflanicilarina farkll sonuglar gésterebilecedi itimalini géz oniinde bulundurarak, farkl
Ulkelerde bulunan vekil sunucular kullanilarak gergeklestirilmigtir. Sonuglarin hepsi aynidir ve Sekil 1'de
gosterilmistir. lik beg Ulke sirasiyla (yiksekten dusige) isveg, Turkiye, Azerbaycan, Kibris ve Norvec'tir.
S0z konusu donem dahilinde en gok arama yapan lilkeler arasinda Fransa, Birlesik Krallk ve ABD
Ulkeleri sirasiyla 20, 14 ve 15. olarak yer almigtir. Bu, MiT'in gézleminden farkhidir ve MiT tarafindan
dazenlenen raporun Bolim 3.3 son paragrafindaki sonucu gecersiz kilmaktadir.

"...Istatistikler g6z onunda bulunduruldugunda diger iilkelere kiyasla Ttirkiye'den kullanim degerlerinin
acik farkla yliksek olmasi (diger tiim Gilkelerin toplamindan gok daha fazla) ... "

Aramalann hangi b6limunan Turkiye'den geldigi belli olmadigindan, MiT'in olgusal ifadesi gecersizdir
ve yeniden ele alinmalidir.
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Sekil 1,
Bylock arama teriminin diinya genelinde Google Egilimler sonuglari

Twitter
MIT raporunun 16. sayfasinda soyle bir ifade yer almaktadir:

"Twitter'da 15 Temmuz 2016 tarihi oncesinde ByLock uygulamasina iliskin paylagimlarda
bulunan kullanicilarin bityitk ¢ogunlugunun FETO/PYD lehine paylasimlarda bulundugu goriidmiistiir.”

Bu olgunun MIT tarafindan nasil tespit edildigine dair hicbir agiklama yoktur. Raporda bu ifadeyi
destekleyecek higbir Twitter verisi, istatistifi veya baska bir delil bulunmamaktadir. Bu iddia, agik
olmadigindan ve MIT'in vardig1 sonuglan etkileyen ana bulgularindan biri oldugu igin sorgulanmalidir.

Paragraf sdyle devam ediyor:

"Bu durum, kimligi tespit edilebilen hesap kullarwcilarinin (...) FE TO/PDY'ye muzahir sahslar
olduklarinin kamuoyuna yansimasindan 6nce uygulamayi bildiklerinin ve yaygin sekilde kullandiklarinin
glstergesi ofarak degeriendirilmigtir.”

Bu, MIiT'in Bylock uygulamasinin 15 Temmuz 2016'dan 6nce halk tarafindan bilinmedigi
goéristnde oldudunu yansitmaktadtr. Fox-IT bu ifadeyi mevcut istatistiklerle dogrulamaya cahsmistir.
Google Egilimler istatistikleri, ByLock'a olan ilginin 7 Eylil ve 14 Eylil 2014 arasinda en (st seviyeye
gelecek sekilde en azindan 2013 ydinin sonundan 15 Temmuz 2016 tarihine kadar degisik seviyelerde
varligini gostermektedir. Gegmise ait olarak Google Play Store'dan indirme ve ylkleme istatistikleri®,
ByLock yiiklemelerinin en azindan Nisan 2014'ten 19 Ocak 2015'e kadar 100.000 kuruluma ulastigin

5 http://choilieng.com/a pk-on-pc/net.client.by.iock.apk
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gostermektedir®. Tablo 2'de ilgili istatistikler listelenmistir. Bu géziemler, hatkin ByLock'u 15 Temmuz
2016'ya kadar gecen sire icerisinde bildigini ve kullancigini gdstermektedir. Mevcut bilgiler gbz dniine
alindiginda, uygulamay! indiren ve kuran kigilerin, iddia edilen FETO/PDY Uyesi olup olmadiklarinin

belirtenmesi miimkiin degildir.

22 Aprii 2014 50+

24 April 2014 100+

4 May 2014 1,000+ i\- . IS08001 & 150 ?7‘1"30’;‘::/
\\@ﬁ\ Accredied ’,j ')

G y

20 May 2014 5,000+ S8 Tra0®

1 lune 2014 10,000+

24 Aug 2014 50,000+

19 Jan 2015 100,000+

Tablo 2. Google Play Store ByLock uygulamasi kurulum istatistikleri

Platform Sayisinin Sinirh Olmas)
MIT raporunun 10. sayfasinda ayrica asadidaki ifade yer almaktadir.

“amifan uygulamanin 15 Temmuz 2016 tarihinden énce, belirli sayida olmak lzere, Twitter digindaki ¢ok
az platformda yer aldigt”

Fox-IT, 15 Temmuz 2016'dan 6nce BylLock uyguiamasinin Twitter disindaki birden ¢ok
platformda barnindinldi§im gbziemlemistir. Google Play Store, Apple Store, apk-dl.com, apkpure.com ve
downloadatoz.com, ByLock'u banndiran platformlarin drnekleri olarak siratanabilir. Bu platformlar,
barindirilan her bir uygulama igin son giincelleme tarihi ve saati saglamaktadir. Bu tarih ve saat BylLock
uygulamasi igin 15 Temmuz 2016'dan gok daha dnce baslamigtir. Ayrica, 15 Temmuz 2016'dan énce
Google'da "Byl.ock" terimi aramasinin, uygulamayi barindiran birgok degisik platforma yonlendiriyor
olmasi da kuvvetle muhtemeldir. ByLock'un gériinimu, Fox-1T'nin ortalama bir mesajlasma uygulamas:
bekientisinden farkli degildir. Uygulama magazalarinda ve internet APK indirme sunucularinda
barindinhir ve sosyal medyada tartisiirr. MIT raporundaki ifade, ortaiama bir sohbet uygulamast igin dogru

olmadifi gibi ByLock uygultamasi igin de dogru degildir.

¢ Bu tarihten sonra, kurulum sayis: daha da artmstir. Giincellenen bir sonraki kurufum sayisi 500,000 olmugtur. Bu, son kurulum sayisimin 100.000 ile 500.00¢
arasinda oldugunu ortaya koymaktadir,
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» 4.1.4. Ara Sonug

Fox-IT, BylLock sorusturmasiyla ilgili elde mevcut olan (elde edilebilen) tim bilgilerin kapsamli bir
inceiemesini gergeklestirmistir. Ayrica Fox-IT, mimkiin oldugu kadar ile, MIT raporunda yer alan tim
olgu kontrolli gdziem ve olgulara da sahiptir. BylLock sorusturmas! iie ilgili olarak asagidaki sonuglar
elde edilmistir:

1. Fox-IT, MIT raporunda sorusturma seffafhd konusunda genel bir eksiklik gozlemiemistir.
Ayrica, arastinilan verilerin bitiinliiguntn dogrulanmasina olanak taniyan higbir bilgi bulunamamistir. Her
ne kadar sorusturma adimiarinin ve veri elde etme yontemlerin belgelendiriimesi iyi bir uygulama olsa
da, bu konularda MIT raporunda gok az bilgi yer almaktadir. Bu durum, arastinian veri kiimesinin ve
sonuglarin; gegerli ve tam oldugunu, higbir ilgili verinin eksik bulunmadigini dogrulamayi imkansiz

kilmaktadir.

2. Fox-IT, ByLock uygulama sunucularyla ilgili gercekleri ve sonuglan incelemis ve MIT
tarafindan gergeklestirilen sorugturmanin eksik ve yanlis oldugunu tespit etmigtir. Fox-IT'nin arastirmasi,
MIT'in bylock.net alanina iligkin sonuglannin da yanhs oldugunu géstermistir. Ayrica, Fox-IT, MIT
tarafindan hi¢ sorusturuimamis ve Bylock altyapisina ait iki IP adresi (46.166.164.177 ve

46.166.164.181) tespit etmigtir.

3. MIT tarafindan yapilan acik kaynak aragtirmasi incelenmis ve olgu kontrolleri Fox IT tarafindan
yapiimustir. Fox-IT, MIT raporunda belirtilen Google Egilimler goézlemlerinin, gercek Google Egilimler
sonuciarindan farkl oldu§unu géstermistir. Dahasi, Fox-1T, Byl.ock indirme ve Twitter ile ilgili iddialann,
kanitlarla desteklenmedigini ve bazt durumlarda Fox-IT tarafindan yapilan a¢ik kaynak arastirmalan ile
celistigini gostermistir.

Sonug olarak Fox-IT, MIT tarafindan yapilan sorusturmanin, birgok sorunun giindeme gelmesine
sebebiyet verdidi kanaatindedir. Bu sorularin cevaplari ise ancak daha aynintilt bir sorugturmanin
yapilmasin gerektirmektedir. Daha fazla rahatsiz edici olan ise, birgok buigunun yeniden ¢ogaltilamaz
ve hatta yanhig olmasidir. Diger bazi bulgular ise mevcut veri eksikiigi nedeniyle (6rnegin, Bylock
sunucusu sorugturmasindan elde edilen veriler) dogrulanamamistir. MiT'in ByLock uygulamasinin iddia
edilen FETO/PDY Ulyelerine manhasiran sunulmadig olasiigini iceren alternatif senaryoyu arastirdigina
dair bir bulgu bulunmamaktadir. Alternatif senaryolan incelemek, bir sorusturma icin iyi bir uygulamadir.
Alternatif senaryolari incelemek, arastirmacilarin énceden tanimianmig bir sonuca dogru dnyargill
olmasini énlemeye yardimci olmaktadir. Yukardaki zikredilen sonuglar, MIT'in dnceden belirtilen sonuca
dogru dnyargilt oldugunu ve MiT'in bu dnyargiya karsi koymak i¢in sorusturmalarinda gerekli nesnelligi
ve titizligi gdstermedigini ortaya koymaktadir,

14




SRR N
/“re::}:‘« - ‘5:}:}
ntemiNe Kadar Saglamdir?
rl 1

s 15050018 s )
.q%[@a‘gﬂjgir‘f\'ﬁelfdéfyan|Imlgt|r ve Bu
N ‘e

» 4.2.1 Bylock Hesaplarin: Kigilerle Eliskiiendirmelé(%s 51l Bir
Coregiiad

y

Metod Ne Kadar Guavenilirdir? %ﬂ
‘,F;.‘ e
& of "

e
; LN Tean®
MIT raporu Bolim 3.6.'da, BylLock veri taban: ver|lers\ylé*- Mgturma sonuglarin
aciklamaktadir. Bu boilim, bireylerin ByLock kullaniciian olarak tanimlanmasina referans veren tek

b&limdir,

.
S e
o

MIT raporu, Byl.ock hesaplarinin gergek kigilerle ne sekilde iliskilendirildigini aciklamamaktadir.
Bylock hesaplarini bireylerle iligkilendirmeye dair referans bulunan tek bolim MIT raporunun 3.6.2.11.
bélimidir. Bu bélimde, MIT, Bylock veri tabanimin Log (GOnldk) tablosundaki girdileri, kigileri
tamimiamak icin kullaniididini agiklamaktadir. Bu kayitlar giris ve kayit sirasindaki Bylock kullanicisinin
IP adresini icermektedir.

MIT raporunda, bu IP adresinin bir bireyle nasil iligkilendirildigi aciklanmamaktadir. Bir IP
adresinin genelde sadece bir bireye tahsis edilmediginden dolayi, IP adresinin bir kisi ile iligkilendirilmesi
kigiik bir ayrint degildir ve yanlis eslesmeye neden olabilir. Bir IP adresinin bir kisi ile eslestiriimesinde
birgok zorluk bulunmaktadir:

internet servis saglayicisi giinliigiinin tutulmasi. Bir IP adresi, iletisim icin Internet
Protokoliini kullanan bir bilgisayar agindaki bir aygitin benzersiz tanimlayicisidir. Bilgisayar agindaki
aygit; kisisel biigisayar, dizUstu bilgisayar, tablet, telefon, sunucu vb. olabilir. Bir IP adresi, Bolgese!
internet Kayit¢is| (Regional Internet Registry - RIR) tarafindan verilir. Dinyanin belirli bir bélgesi icin IP
adreslerinin tahsis ve kayit iglemierini Bes RIR yonetir. Bir RIR musterisi, bir internet Servis Saglayic
(ISS) veya son kullanici kurulug olabilir. Bir IP adresini bir kayitgrya bagiamak icin RIR'dan bilgi
edinilebilir. Bununla birlikte, kayitgi bir 1SS oldugunda, o ISS hangi IP'nin hangi mugteriye atandig
bilgisini tutabilir. Bu bilgiler yasal islemlerle talep edilebilir.

14 Temmuz 2012'de yayinlanan Elektronik Haberlesme Sektorinde Kisise! Verilerin Islenmesi
Ve Giziiliginin Korunmasi Hakkinda Yonetmelik, telekomiinikasyon ve altyapi saflayicilarimin ginliik
kaydetmeleri konusundaki kurallar igermektedir. Kanun hem telekomtnikasyon hem de altyapi
saglayicilarinin, en az 1 yif boyunca iletisim meta verilerini muhafaza etmesi gerektigini belirtmektedir’.

BylLock giinliklerine kayit olarak oturum agan bir abonenin tanimlanmasinda, MiT'in servis
saglayicidan gelen gunlik bilgilerini dayanak almis olmasi muhtemeldir. ByLock sunucusunda glnlioge
kaydedilen IP adresleri, bir aboneye belirli bir saatte atanan NAT® adresi veya dinamik adres olabilir. Her
iki durumda da, P adresini bir kigiye atamak igin gunlik verileri gereklidir.

ByLock sorusturmasimn MIT tarafindan ne zaman yapididi bilinmemektedir (bu bilgi raporda
yoktur), ancak 2016'nin sonu olarak tahmin edilmektedir. Bu, 2015'in sonundan énceki iletisim meta
veriierinin mevcut olup olmadidi sorusunun ortaya atilmasina neden olmaktadir. Ve eder bu bilgi mevcut
degilse, ByLock IP adreslerini kullanan aboneler nasil gilvenilir sekilde tanimianabilmistir?

! Telekom yasa ve yonetmelikleri el kitabi, Cilt 1 Stratejik Bilgiler ve Yonetmelikler :SBN-878-1-3291-6456.7,

8 A Adresi Cevirimi (Network Address Translation - NAT), ad adresi bir trafik yonlendirme cihazindan gecerken, IP adres alanindaki bilginin degistiriimesi ile bir
P adresinin diger bir IP adresi ile dedistiriimesi igin kullanilan bir metetiur. IP maskelenmesi yontemini kullanan daha geligmis Ag Adresi Cevirim uygulamalannda,
bir 6zel ad igin NAT a§ gecidinin bir iP adresini paylagarak IPv4 adres tikenmesi problemiyle kargi karg:ya kalan genel adres alan tahsislerini koruma konusunu

popiiter ve gerekdi bir arag haline gelmistir.
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Paylagilan Wi-Fi erigim noktalar. Bir kiginin ByLock'a erisirken kullanabilecegi bir diger yontem
ise akilh telefonlarini bir Wi-Fi baglantisi Uzerinden internete badlamaktir. Wi-Fi erigim noktalari, birden
fazla cihazin ayni anda ayn internet baglantisina erismesine olanak tanimaktadir. Evin erisim noktasinin
glvensiz olmasi veya Wi-Fi sifresini paylasarak, diger (bilinmeyen) kisilerin ayni internet baglantisina
erigmesine izin verilmesi oldukga yaygin durumiardir. Bu senaryoda, ByLock sunucusunda bulunan
gunliklerde gorilen bir IP adresi aragtinldiginda, bir Internet abonelik numarastyla baglantil clacaktir.
Bu abonelik, hizmet soézlesmesine sahip olan kiginin adina kayitidir. Bununla birlikte, yukarida
gosterildigi gibi, s6z konusu kisi, sorusturmanin gésterdigi ByLock kullanicisi degil, yalmzca Wi-Fi
badiantisint kullanan kullanicilardan birisi olabilir.

VPN? veya diger anonimlegtirme teknolojisi. Giiniimiizde, ag kullanimini guvenli ve gizli
tutmak igin VPN sunucusu kullanmak ¢ok yaygindir. Birgok VPN hizmeti bu amagla internette mevcuttur.
MIT raporu Bélim 3.5.5'e gore BylLock kullanicilar, ByLock sunucusundaki glvenlik duvarinin
engellenmesi nedeniyle, BylLock sunucularina erismek igin bu tir VPN hizmetlerini kullanmak zorunda
kalmiglardir. Bir Byl.ock kullanicisinin ByLock'a bir VPN oturumu araciligiyla baglandigs senaryoyu
dusinelim (Sekil 2).

Bu durumda, ByLock sunucusundaki Gunlikk tablosunda bulunan kaynak IP adresi VPN
sunucusunun 1P adres havuzundaki adres olacaktir. Béylece, Bylock kullanicisinin internet
baglantisinda kullandi§i IP adresi gizlenebilecektir. Kullanicinin evinde kullandigi 1P adresini bulabilmek
igin, aragtirmaci biytk olasiikla VPN sunucusunda depolanan bilgilere erigime ihtiyag duyacaktir.
Cunku sadece VPN sagiayici hangi istemci IP adresinin hangi VPN oturumuyla (ve ilgili ByLock
gunliginde gorifen VPN IP adresi) ilgili oldugunu tutabilir. Ancak genellikle bu bilgiler, bu sunuculardaki
kullanici verilerinin korunmasi amaciyta VPN sunucusunda mevcut degildir veya kimseye veriimez.
Birden fazla VPN baglantisi kullanmak mimkundir ve bu da her VPN sunucusu igin arastirmactlarin
ayni sorunu gézmesi gerektigi anlamina gelmektedir.
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Sekil 2. VPN baglantisi lizerinden ¢aligan ByLock (MIT raporundan alinmistir).

° VPN-Sanat Ozel AG. AG trafigini givenli bir ag kanal Gzerinden tinellesmek icin kullarilan bir teknoloji. Ayai zamanda internete giivenli ve anonim erigim
sagiamak igin de kuilanlmaktadir.
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Yukarida belirtilen U¢ senaryodan herhangi biri bir IP adresinin yanlis bir Kigi ile eslestirimesine
veya bir IP adresinin bir kisi ile eslestiriimesini imkansiz hale getirmesine neden olabilir. Bireylerin
belilenmesinde bu énemii bir adim oldugundan, bu yéntem ayrintil bigimde incelenmelidir. Su anda
MIT, yonteminin incelenmesine imkann veren higbir bilgi saglamamaktadir.

» 4.22. Bylock Hesaplan Nasil Bir Yolla Olusturulmustur ve Bagka Kisiler ile
ligkilendirilebilecek Hesaplar Eklemek Mimkiin Midir?

Daha 6nce belirtildigi gibi Fox-IT, Byl.ock uygulamasinin 1.1.6 ve 1.1.7 siirimlerini analiz etmisgtir.

Her iki sirumde de kuilanic, bir kullanici ad: ve bir sifre girerek kaydolabilmektedir. Sekil 3, ByLock 1.1.7

kayit ekranini géstermektedir. Bir hesap olugtururken e-posta adresi, telefon numarasi veya diger kisisel

kimlik bilgileri istenmemektedir. Fox-IT, BylLock uygulamasinin ters mihendisligiyle, Byl ock
sunucularina telefon veya kullanicinin bagka higbir biigisi génderilmedigini dogrulamistir.

At Least 1 SYMBOL Is Necded

ﬁ"’g

% .z .x.c v.b n.m

Sekil 3. Byl.ock hesabi kayit ekrani goriintiisii

Gevsek kayit diizeni (herhangi bir kigisel bilgi istenmemesi), keyfi hesapiarin olusturulmasina izin
vermektedir, Cunkii:

- Kullanim kogulu olarak belirli bir grup liyeligi gerektiren hicbir kisitiama bulunmamaktadir;
- Uygulama tarafindan telefon numaras: veya e-posta adresinin dodrulanmasi yoktur;

- Kayit sirasinda segilen kullanici adinda bigim kisitlamast yoktur. Bu durum, keyfi metin
giriimesine izin vermektedir (e-posta adresi, telefon numarasi, takma ad v.b.)

- Bir hesabi kaydetmek igin davete gerek yoktur. Byl.ock uygulamasina erigimi olan herkes bir
hesabi kaydedebilir.

Bu durum, BylLock hesabinin varligindan habersiz olan bir kisi i¢in bile, o sahsa ait ad veya diger
tanimiayiclyr (6rnedin e-posta adresi veya telefon numarasi) iceren bir hesabi kaydetmeye ve
kullanmaya olanak saglamaktadir.
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» 4.2.3. Bir ByLock Kullanicisinin Gergekten Aktif Oldugunu Tespit Etmek igin Nasi! Bir
Metod Kullanilmistir ve Bu Metod Ne Kadar Glvenilirdir?

Bolim 4.2 2'de, keyfi ByLock kullanic) hesaplarinin ByLock uygulamasina erigimi olan herhangi
biri tarafindan kaydedilebilecegi gosteritmistir. Bu, MiT'in yalnizca ByLock'a kayith olan ve oturum agmis
olan kullanicilar ile ByLock'u gergekten iletisim kurmak i¢in kullanmig olan kullanicitar arasindaki fark|
nasil anlayabildi§i konusunun giindeme gelmesine neden olmaktadir. Raporda, MIT'in Bylock
kullanicilarinin fiili etkinligini tespit edip etmedigi ve eger tespit etti ise nasil tespit ettidi konusu acikca
belirtiimemigtir. Bu nedenle, ByLock sorusturmalarinda belirlenen kigilerin aslinda Byl.ock kullanarak
iletigim kurup kurmadig) tam agikliga kavugmamistir.

» 4.2.4 Ara Sonugar

Fox-IT, ByLock kullanan kigileri tanimlamak igin MiT'in kullandigi yontemleri incelemistir. Bu
incelemenin amaci, yéntemlerin kalitesini belirlemek ve daha sonra tanimlamanin guvenilirligi hakkinda
sonuca varmaktir. Bu incelemede asagidaki sonuglara ulagiimistir:

1. ByLock kullanicisi olarak kaydolmak igin tanimlayict higbir bilgi (6r. e-posta adresi veya telefon
numarasi) gerekli degildir. Sonug olarak, bir ByLock hesabi olustururken, kendisinden bagka birini ima
edecek bigimde takma ad kullanarak, kendisinden baska bir kigiyi taklit etmek kolaydir.

2. MIT raporu, BylL.ock veri tabanindaki IP adreslerinin BylLock kullanan kisileri tanimlamak igin
kullanmildigini bildirmektedir. Bununia birlikte, rapor, IP adreslerini kigilere iligkilendirmek igin kullanilan
yontemden s6z etmemektedir. Bir IP adresinin birey ile eslestiriimesi &nemsiz bir ayrinti degildir ve yanlhs
eslestirmelere yol agabilir. Fox-IT, bir IP adresinin yanhs bir kisi ile eslestirimesine ya da higbir birey ile
eslestirlememesine neden olabilecek bazi sorunlar tespit etmigtir. Bylock kultanan kigilerin
belirlenmesinde, bir kaynak IP adresinin bir kisi ile iliskilendirilmesi énemii bir adim oidugundan, bu
yontemi incelemek mimkiin olmalidir. MiT raporunda, bir kaynak IP adresinin bir kigi ile iligkilendirilmesi
igleminin glvenilir olup oimadiginin dogrulamasina imkan veren hicbir bilgi bulunmamaktadir.

3. MIT raporunda, MiT'in etkin olarak iletigim kuran kullanici hesaplar ile yalnizca kayit yapmig
ve oturum agmig kullanici hesaplar arasindaki farkin nasii belirlediginden hi¢ bahsedilmemektedir. Bu
nedenle, ByLock sorusturmalarinda tespit edilen kigilerin ashinda ByLock'u kullanarak iletisim kurup
kurmad:di belirsizdir.

Genel olarak, MIT raporu kigilerin tespit edilmesi hakkinda ¢ok sinirly bilgi igermektedir. Fox-IT,
ByLock kullanici hesaplarinin bir birey ile iliskilendiriimesindeki zorlukla_ggg§termi§tir.
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4.3 MiT"in, iddia Edilen FETO/PDY ite ByLock Kullanicilar Arasinda Bagiant Bulunduguna
lligkin Varmig oldugu Sonug Ne Derecede Giivenilir?

» 4.3.1. Bylock Uygutamasinin Sadece iddia Edilen FETO/PDY Tarafindan Kullanidig
HGkmoane Nasit Varilmistir?

Fox-IT, MIT raporunda sunulan argtimaniari ve sonuglari, Fox-ITnin yorumladi§) sekilde asagida

Ozetlemigtir.

MIT, ByLock uygulamasinin minhasiran iddia edilen FETO/PDY tarafindan kullaniidi§) hikkmiine
asagidaki bulgulara dayal: olarak varmistir:

1. ByLock uyguiamasi, her mesajin bir kripto anahtan ile génderiimesine izin veren gl¢li bir
sifreleme sistemi kullanarak internet Uzerinden iletigim kurmak (zere tasarlanmigtir. Fox-1T, MiT'in
mesajlarda gercek kripto grafik anahtann kendisini gondermek yerine, mesajtariry bingfreleme anahtari
kullanarak sifrelenebilecegini ifade etmeye calistigini varsaymaktadr. WG TTTE

\‘:}'& -

(s N <25
2. a. MiT, ByLock'un gelistiricisi hakkinda ¢ok sayida gobzle %ve.lggfgyyy S:Si%
gelistiricinin kurumsal veya ticari nitelik tagimadid sonucuna varmaktddyr. 200 S
_ 2. b. MIT, ByLock ve Tirk dili ve kullanicilan bakimindan bazi g glémdam@gﬂrtjz}elﬁgf:@!r rdindan
MIT, BylLock'un, kiirese! bir uygulama gériintiisi altinda miinhasiran iddja egﬁilencgﬁcg@/(’f ' terdr Orglti
mensuplarinin kullanimina sunuldugu sonucuna varmistir. Listelenen arglnantardan bazdali4o
- Yénetici, Turkiye menseli IP adreslerini engellemistir. S PTA
- Kullanicilar kimiiklerini gizlemek igin VPN kullanmaya zorlanmistir.
- Google'da "bylock” arama terimi i¢in yapilan aramalarin hemen hemen timi Tirkiye'den
yapimistir ve Tlrk IP adreslerinden uygulamaya ulagim engeliendigi tarihten itibaren "bylock" arama
teriminde 6nemli bir artis yaganmustir,
- Byl.ock'ta ilgili yayimlar, cogunlukla sahte ve igeriginin iddia edilen FETO/PDY'nin lehine oldugu
hesaplar aracihigryla gonderilmistir.
- 15 Temmuz 2016'daki darbe girigiminden 6nce ByLock uygulamas: Tirk kamuoyunda veya
Tirkiye disinda bilinmemekteydi.
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3. Kullanici kimligi ve iletigimi igin en Ust dizey glvenlik seviyesini saglamak, Byl.ock
uygulamasinin bir amaci olmustur. Bagvuru iglemi sirasinda kisisel bilgi gerektirmemesinin ve bir
dogrulama sistemi bulunmamasinin nedeni de anonimligi sagiamaktir.

4. Uygulama gelistiricisi, dogrulanmig SSL sertifikalar yerine kendisinin olusturup imzaladigi bir
SSL sertifikasini kullanmistir. Fox-IT, kisisel olarak gelistirilmis SSL sertifikas: terimiyle MiT'in kendinden
imzah sertifikaya atifta bulundugunu varsaymaktadir. MiT, burada gézlem ve geligtiricinin  niyetieri
Uzerinden sonuglara varmaya devam etmektedir. MiT, geligtiricinin kendine ait olmayan sunuculara bilgi
akigini engellemek icin kendisinin olusturup imzaladigi bir sertifikanin segildigine inanmaktadr.

5. Bagka bir kayith kullaniciyla iletisim kurabilmek igin, her iki tarafin karsihkii olarak birbirinin
kullanici adini ve kodunu ekiemesi gerekmektedir. Bu nedenle, uygulamanin “hiicre yapitanmasina”
uygun iletigimi sadiayacak sekilde tasarlandi§i kabui edilmistir.

6. Uyguiama tim orglitsel iletigim ihtiyaglarini karsilamaktadir ve uygulama yoneticisi tarafindan
kontrol edilerek denetlenmektedir.

7. Manuel midahale olmaksizin belirli bir sire sonra mesajlarin cihazdan otomatik olarak
silinmesi, sistemin cihazin yasal bir sekilde el kornulmasi durumunda ifetisim verisine ve ayrintilara erigimi
engelleyecek sekilde tasarfand:§im gostermektedir.

8. MIT, asagidaki gdzlemlere dayanarak kullanicilann kimligini gizleme niyetinde oldugu

ctkanmin yapmaktadir:
- Kullanicilar uzun sifreler olugturmaktadiriar.
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-Kullanicitar, uygulamayi Android Market veya Apple Appstore yerine APK sitelerinden
indirmektedirler,

- Kullanicilar kayit sirasinda gercek adlarini kullanici kimligi olarak kullanmamsglardir.

- Kullanicilar irtibat fistelerinde ve iletigimierinde gergek kimlikler yerine kurumlar arasi kod
adlarini kullanmiglardr,

Dahasi, MIT, sifresi ¢6ziilmiis mesajlarin igeriginin 'neredeyse hepsi'nin, iddia edilen FETO/PDY
orgutinin iletisim ve etkinliklerinden olustugunu ve kurulusun jargonuyla eslestirildigini belirtmektedir.

9. iddia edilen FETO/PDY tarafindan yiritilen 15 Temmuz 2016 darbe girisimi sonrasinda adli
kontrol tedbirlerine tabi tutulan érgit lyeleri, ByLock'un iddia edilen FETO/PDY Uyeleri tarafindan érglit
i¢i iletigim araci olarak kullanildigini belirtmiglerdir.

Yukaridakilere dayanarak MIT, ByLock'un sézde terér érgutt FETG/PDY'nin Uyelerinin minhasir
kullanimina sunuldugu sonucuna varmaktadir.

» 4.3.2. ifade Edilen Bulgular ve Varnilan Sonuglara iligkin Fox-IT'nin Gériisi nedir?

Fox-IT, varilan hiikmin yukanda belirtien MIT bulgulariyla olusturulamayacag gorisindedir. Bu
bélimde, her bir argliman dogruluk, kesinlik ve saglamlik tespiti yapmak zere analiz edilmistir. Son
olarak Fox-IT, genel sonuglar hakkinda bir gérits sunacaktir.

1. Glighi sifreleme. MIT, ByLock uygulamasinin giigiti bir sifreleme algoritmast kullandigini
belitmektedir. Gulgli gbreii bir terimdir ve Fox-IT, BylLock sifrelemesini bilinen diger schbet
uygulamalarindan daha gugli gérmemektedir. Son yillarda iletisimde kriptografi kullanim yaygin bir
uygulama halini aimigtir. WhatsApp ve Facebook gibi kitleler igin sohbet uygutamalart, iletisimi giivenli
hale getirmek igin gelismis sifreleme protokollerini igeren Sinyal Protokolint kulianmaktadir'e1, ByLock
uygutamasinda kullanilan sifreleme, var oian Java Uygulama Programlama Ara yiizleri (API) kullanitarak
kolayca elde edilebilir. ByLock, uygulamanin kullanicilar arasinda sifrelenmis iletigim saglamak icin
standart ve agk Java kitiphanelerini kullanmistir, Kullanilan kitiphaneler java.security ve
javax.crypto'de'? bulunmaktadir ve gayet iyi belgelenmigtir'>'4. Bélum 4.3.3, BylLock ve diger
uygulamalart arasinda glvenlik Gnlemleri agisindan bir kargilagtirmays daha ayrintilh bir sekilde
sunmaktadir.

2a. Ticari niteligi olmayigi. Yazilimin ticaret 6zelliklerinin degerlendiriimesi Fox-IT'nin
uzmanhginin digindadir ve bu nedenle Fox-IT bu noktaya dedinmemektedir.

2b. Genel uygulamay gizleme. Bu paragrafta belirtiten sonug, MIT raporu Bolim 3.3 ve 3.5'teki
bulgulara dayanmaktadir. Fox-IT, bu raporun 6.1. Béluminde, ilgili bulgulanin kanitlarla
desteklenmedi@ini, sipheli veya yanlis oldugunu géstermistir. Madde 5, 6, 7 ve 8'de tanimlanan
bulgularin gegersiz oldudu gdsteriimistir. Bu bulgular olmaksizin, ilgili sonuca ulasilamamaktadr,

3. Guvenlik ve anonimligin hedeflenmesi. Fox-IT, gelistiricinin, uygulamanin adsiz
kullaniimasina izin veren givenli bir iletisim uygulamas: olusturma konu
muhtemel oidugunu disinmektedir. Gizliligin cok 6nemli oldugu
uygulamasinin giziilijin ama¢lanmasinin yasadisi faaliyetierde kulla
goéristndedir. Benzer amaglara sahip ¢ok sayida iyi bilinen iicretsiz

B https://fbnewsroomus.fiIes,wordpress.com/2016/07/secret_conversationsmwhitepaper-l.pdf
1 https://www.whatsapp.com/security/WhatsApp-Security-Whitepaper.pdf

12 https://docs.oracle.comfiavase/7/docs/apifjavax/crypto/package-summary.html

13 https://dacs.cracle.com/javase/7/docs/technotes/guides/security/crypto/CryptoSpec.htmt
14 http://docs.oracle.com/javase/8/docs/technotes/guides/security/crypto/CryptoSpec.html
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project’s, internette gizliligi ve guvenligi artiran taninmis bir anonim tarayicidir. Gazetecilerin yani sira
devlete ait IP adreslerini terk etmeden web sitelerini denetlemek maksadiyla ABD Deniz Kuvvetleri de
TOR'U kullanmaktadir'®, Bslum 4.3.3, ByLock ve diger uygulamalarin givenlik énlemieri agisindan
karsilagtirmasini daha ayrintili bir sekilde sunmaktadir.

4. Kendinden imzalt sertifika. MiT raporunun, bu konuda Bylock sunucularindaki (HTTPS igin)
SSL sertifikalanni mi yoksa BylLock uygulamasi igerisindeki SSL sertifikalarimi m) kastettigi
bilinmemektedir. Her iki durumda da, SSL sertifikalarinin kimin tarafindan imzalandigr MIT raporunun
belirttigi gibi "bilgi akigin" etkilemez. SSL sertifikasinin HTTPS igin olmas) durumunda, bir otoritenin
imzaladi§ sertifika, sertifikayl imzalayan otoritenin veriye ulagmasina izin vermemektedir. Ciink{
olusturulan 6zel anahtar otorite ite paylasiimamaktadir. Bu noktada MiT tarafindan yuratilen mantik gok
net degildir ve MIT raporunu yazanin agik anahtar altyapisi ve SSL sertifikalarr hakkinda yanlis bilgiye
sahip oldugunu dusindirmektedir.

Fox-IT, geligtiricinin kendinden imzal: sertifika kullanmasinin amacinin kendi sunuculari disindaki
yerlere veri akigini engellemek igin olmasini pek olasi gormemektedir. Genel olarak, kendinden imzali
sertifikanin uygulanmasi daha kolaydir ve maliyetsizdir. Bu durumun, kendinden imzali sertifikanin
kullanmasi igin bir tegvik unsuru olmas) daha akla yatkindir.

5. iletisimin yainizca hiicre yapilanmasina uygun bir sekilde olmasi. Bu baglamda hicre
yapilanmasi terimi tamimlanmamig ve beilirsizdir. Fox-IT, burada iddia edilen FETO/PDY'nin orgutlenme
bigimini ifade ettigini varsaymaktadir. Orgtitsel yapilar Fox-IT'nin uzmanhginin digindadr.

Kayit iglemi ile ilgili olarak, oturum bilgilerini paylagmak igin yiz ylze gérigme veya arabuiucu ile
bilgi aligveriginin saglanmasiin farkinin konu ile ilgili oldugu dosuniimektedir. Rapor, Bylock
aynintilarinin bant digindan degistokusunun yapildigt daha muhtemel lglncld  bir senaryoyu
tanimlamamistir: Bagka bir iletisim yontemini (6rnegin, telefon gériismesi, WhatsApp, Facebook, Skype)
kullanmak. Iki kiginin WhatsApp Uzerinden letigim kurdugunu varsayarsak (MIT raporu iki kisinin
WhatsApp Uzerinde bir araya geldigini incelememistir), bu kisiler WhatsApp (zerinden kendi BylLock
ayrinti bilgilerini degistokus edebilir ve ardindan ByLock Uzerinden lletisime gecebilirler.

6. Orgiitsel iletigim ihtiyaglari. Orgitiin iletigim intiyaglarinin degerlendirilmesi Fox-IT'nin uzmanhg
disindadir ve bu nedenle Fox-IT bu konuyla ilgili degerlendirme yapmamistir.

7. Yasal sorugturma durumunda erisimin engellenmesi. Fox-iT, bu argiimana iliskin MiT
raporuna katilmak ya da katilmamak igin geligtiricilerin niyetleri hakkinda yetersiz bilgi oldugu yéninde
bir kanaat edinmigtir. Fox-IT, eger MiT'in sonuglarini dogrulayan daha fazla bilgi mevcut degilse, MIT'in
raporda belirtilen gozlemlere dayanarak geligtiricinin niyetine iligkin yeteri kadar bilgi edinmeksizin
dodrudan karara vardigint distinmektedir. lletilerin otomatik olarak silinmesi SnapChat'’? gibi popuier
sosyal medya uygulamalarinda da kullaniimaktadir. Bélom 4.3.3, BylLock ve diger uygulamalann
guvenlik dénlemleri agisindan karsilastirdmasini daha ayrintilt bir sekilde sunmaktadir,

8. Kimlik gizleme. Fox-1T, kullanicilari 6zellikle kimlik gizieme amacli olmadig: gérisundedir:
- Uzun sifreler olusturma
BylLock'da bir sifre segmenin minimum gereksinimi alti karakter arti en az bir sembol segimidir,
MIT, sifresi ¢6zllmUs parolalanin 38 karakter uzunjugundaki parolalar icerdiginive-bun 1N yarisinin en
az 9 karakter uzunlugunda oldu§unu bildirmektedir. Gugli bir sifre kullagnt.ghVehik:nedenleriyle
6nemlidir ve kimliginizi saklamanin bir yolu olarak goérilemez. Sifreniz ng-kadar gUgg!ggys'é‘Sﬁackerlar
¢
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15 htips://www.torproject.org/
16 hitps://www torproject.org/about/torusers.html.en

1 https://www.snapchat.com/
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tarafindan sifrenin kinimasi o kadar zor olur'®. Haziran 2017'da yayinlanan Ulusal Standartlar ve
Teknoloji Enstitisir yeni ybnergelerine gore', sifrelerde en az 8 karakter kullanilmasi éneriiir ve
uygulamalar en fazla 64 karakter uzuniuga izin vermelidir.

- Uygulamanin APK web sitelerinden manuel olarak indirilmesi.
Google Play Store'dan bir uygulama baglatmak igin uygulamanin cesitli gereksinimleri?® 2'karsilamasi
gerekir. Bu, kullanici beklentilerinin karsilanmasinin garanti altina alinmasi maksadiyla, Google'in
yaptigi bir uygulamadir. Baz) gelistiriciler, uygulamalarini kullanim kolaylid1 igin diger APK web
sitelerinde sunmay tercih etmektedir. Bununla birlikte, gelistiricinin niyeti dogrulanamamistir.

- Kayit sirasinda kullanict adi olarak bagka bir ad kullaniimasi.
Mesajlasma uygulamalaninin godu (WhatsApp ve SnapChat gibi) kullanicinin gercek adinin
kullanilimasini gerektirmez. Aslinda, kuilanici kimlidi olarak baska bir ad kullanmak da oldukga yaygindir.
Bu, sohbet uygulamalannin genel kulianimi, sosyal medya platformlan ve genel internet hizmetleri igin

de gecerlidir.

9. ByLock'in, darbe girigimi sirasinda kullanilmasi. Fox-IT, ByLock'un iddia edilen FETO/PDY
tarafindan kullanildigina dair ifadeyi dogrulayamamaktadir. Bununla birlikte her durumda, bu argiiman,
istatistiklerdeki temel oran yenilgisi nedeniyle gecersizdir2, Agsagidaki ifade, yanlis algry) géstermektedir:

Bir terdr orgiittinin tdm (liyeleri BylLock'u kullanmaktadir, bu nedenle Bylock kullanicilar terér
drgliitiindn dyesidirler.

Bu mantik siklikla yapilan bir hatadir. Bu akil yuritmeye ¢ok basit ve sezgise! bir benzetme
asagida verilmistir:

Biittn baliklar yizer, bu nedenle yiizen her sey bir baliktir.

Bu ifade agik¢a yanhigtir. Bununla birlikte bu ifadenin yaklasik olarak gergekligi agikladig izlenimi
edinilebilir (neredeyse ylizen her sey baliktir). Bununla ilgili olarak, asagidaki érnedi g6z 6niine alalim:

10,000 kiside 1 kisi cevrimici suglusudur

1000 kigiden 1 kisi TOR kullanmaktadr

Tdm suglular TOR adiint iletigim icin kullanmaktadir

Kag tane TOR kullanicist sugludur?

Cevap sadece 10'da 1'dir. Dolayistyla, tim suclular TOR'y kullaniyor oisa da, TOR
kullanicilarinin sadece 10'undan 1' sugludur?s.

Aslinda, iddia edilen tum FETO/PDY lyelerinin ByLock'u kullandiklarini varsayarsak (pek
mumkiin olmasa da), iddia edilen FETO/PDY'ye lye olmayan ¢ok sayida ByLock kullanicisi olacaktir.
Tam say1, gercek FETO/PDY yelerinin taban orani ile belirlenir.

Fox-IT, yukarida agiklanan analiziere dayanarak, MiT tarafindan sunulan bulgularin, Byl.ock'un

sadece iddia edilen FETO/PDY Uyeleri tarafindan érgutler arasi bir iletisim ortami ofarak

kullanildi§i?* sonucunu desteklemedigdi gérisindedir.

» 4.3.3. Guvenlik Agisindan, ByLock Uygulamasi, Diger Benzeri Mesajlasma Uyguiamalar)
ile Nasii lNigkilidir?

18 https://enwikipedia.org/wiki/Brute-force_attack

18 http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST SP.800-63b.pd¢

20 https://developer. android.com/distribute /best-practices/launch/launch-checklist.html

2 http://r-stylelab.com/company/bIog/mobiIe-technofogies/hcwnto-meet—google-playnrequ‘erements

2 https://en.wikipedia.org/wiki/Base_rate_faliacy

2 By durum Bayes tearisi kullanitarak hesaplanabilir: P(suclu| Tor) = P(Tor { suclu) * P (suchu} / P(Tor})

24 MIT raporunda "manhasizan kullanima sunulmasi” ifadesi gegmektedir. Fox-IT bunu kullanmak ofarak yorumlamigtir.
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kargilagtirma ayrintilariyla ele alinacaktir. MIT raporunu yazanlar, ByLock'un giivenlik dzelliklerinin (MIT
rapor BOlimi 4.1, 4.3, 4.7), iddia edilen FETO/PDY terér 6rgiitli mensuplarinin miinhasir kullanimina
sunuldugu sonucuna varmak icin arglimanlar tasidigin ileri siirmektedir. Bu arastirmanin amaci,
ByLock'un guvenlik ézelliklerini diger mesajlagma uygulamalar baglaminda karsilastirmak ve giveniik
ozeliiklerinin Byl ock'u diger sohbet uygulamalarindan ne derece ayirt ettigini belirlemektir.

Sifrefeme
Paragraf 4.3.1'de belirtildidi gibi, sifreleme kultanimi son yillarda iletigimde yaygin bir uygutama

haiine geimistir. Fox-IT tarafindan yapilan sorusturma sonucunda BylLock uygulamasinda kulianilan
sifreleme, varsayilan Java Uygulama Programlama Arabirimi (AP!) kullanilarak saflanan standart ve
genel kullamma agik Java kituphaneleri vasitasiyla olugturulmustur. Bununia birlikte, diger sohbet
uygulamalarinda daha karmasik sifreleme teknikleri vardir. Electronic Frontier Foundation (EFF), 6
Kasim 2014 tarihinde, uygulamalarin sifreleme 6zelliklerine genel bakis sunan bir puan karti®
uygulamasi baglatmigtir (Sekil 4). Bu skor karti son olarak 4 Mayis 2016'da giincellenmistir. Bu sekilden,
WhatsApp'in en guvenli sohbet uygulamalarindan biri oldugu gbrilmektedir. Ayrica, son kaynaklara
gore®,? aragtinfan sohbet uygulamalan arasinda, WhatsApp en givenli iletigim uygulamasidir ve
Temmuz 2017 itibariyla 1,3 milyar kullaniciya sahiptir?®, Bu, genel olarak kullanicilar igin sifrelemenin ve
dolayisiyla glivenli mesajlasma 6zelliginin 6nemini gostermektedir.

Sekil 4, sohbet uygulamalarini gtiveniik konusunda puaniamak icin EFF tarafindan kullaniian
guvenlik dzelliklerini listelemistir. Bu ozelliklerin arasinda, BylLock uygulamasinda sadece iki 6zeilik
bulundugu Fox-IT tarafindan dogrulanmistir:

1. Génderim aninda sifreleme;

2. Uygulama sahibi tarafindan okunamayacak sekilde sifreleme.

<0 L .
¥ FC f-wﬂa_ o oM A7
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5 https:/fwww.eff.org/node/82654

% http://www.techworid .com/security/best-secure-mobile-messaging-apps-3629914/

2 http://www.techradar.com/news/top-10-best-secure-messaging-apps-of-2017

28 https://www.statista.com/statistics/260819/number-of-menthly-active-whatsapp-users/
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Mesajin Kendisini Yok Etmesi g Tran®

BylLock'un diginda, Snapchat, kendini yok eden bir mesaj ézelligiyle taninmis ve popiiler bir
mesajlagsma uygulamasidir.Snapchat 2011'de ilk defa stiriiimistir ve 173 milyon kuilanicisina sahiptir®.
Ayrica, 800 milyon kuilanicisiyta Viber sohbet uygulamasi da kendini imha ozelligini eklemigtir®.

Sekil4. EFF tarafindan hazirlanan glivenli mesajlasma skor kartl.

22 https://www.statista.com/statistics/54596 7/snapchat-app-dau,
0 htips://www.theverge.com/2017/3/10/14879986/viber-secret-chats-self-destructing-encryption
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Kullanici tarafindan olusturulan igerigin ve mesajlarin belirli bir siire sonra kendiliginden silindigi
diger sohbet uygulamalari asagida sunulmustur:

- Telegram?!

- Bleep??

- Wickr®

- Confide34

- SpeakOn3

Bu aragtirma, milyonlarca kullanicinin katildigi cok sayida Android uygulamasimin bu giivenlik
6zelligini uyguladidini géstermektedir. Bu nedenle, ByLock istisnai derecede glivenli gérinmemektedir.

> 4.3.4. Ara Sonuglar

Fox-IT, MIT raporunu, scnuca varirken kullandidi mantik kalitesini belirlemek igin incelemistir.
Sonug olarak, MIT, ByLock'un giivenlik énlemlerine ve gelitiricinin iddia edilen amaglarina bllyitk nem
atfetmektedir. Bu nedenie Fox-IT, BylLock'un givenlik ézelliklerini meveut diger sohbet uygulamalar
baglamina tasimak igin diger sohbet uygulamalanyla kargilagtirma yapmistir.

Bu karsilagtirmada Fox-I1T, ByLock'ta uygulanan giiveniik énlemlerinin olaganiisti olmadigini ve
aslinda yaygn olarak kullanilan sohbet uygulamaiari ile esit seviyede oldugu sonucuna ulasmistir. Veri
lletiminde veri glivenligi ve sifrelerin kariimas igin herkesce bilinen sifreleme protokolleri ve kendini imha
eden mesajlar milyonlarca kullanici tarafindan kulianilan diger haberlesme uygulamalarinda da
kullaniimaktadir. Dolayisiyla, MIT raporunun 1, 3 ve 7. maddelerdeki sonuglannda belittilen 6zellikler,
ByLock'un belirii bir kullanici grubuna ait oldugunu (FETO/PDY oidugu iddia edilmektedir) veya giivenli
iletigim kurmak diginda baska bir amaci oldugunu gostermez.

) MIT raporunun sonuglart Fox-IT tarafindan aynntili bicimde incelenmis ve degerlendiriimigtir.
One siriilen argtimanlanin ciddi bicimde kusurlu oldugu ve belirtilen dokuz argiimandan yedisinin
gecersiz veya sipheli oldugu gdsteriimistir. Bu yargi, Bsiim 4.1'de agiklanan Fox-IT bulgularina
dayanmaktadir. Geriye kalan arglimanlar ise, MIT'in sonuclanini desteklemek igin tek basina yeterli
degildir. Sonug olarak, MIT raporunda yer afan "ByLock, minhasiran iddia edilen FETO/PDY terér
orgltinln Oyelerinin kullanimina sunuldu” hilkmii saglam degildir.

i https://telegram.org/

= hitps://nOwhere.net/chat-privately-bleep/

3 https:/ fwww.wickr.com/

i https://getconfide.com/

3 https://www.crunchbase.com/organization/speakon#/entity
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4.4. BylLock Sorugturmasi ile ilgili Olarak Fox-IT Tarafindan Tespit Edilen Baska Hususlar
Var midir?

» 4.41. Dikkat Cekici Tutarsizliklar

MIT raporunun Bélum 3.6.2.4'teki Sekil 5 (SQL ¢iktisinin ekran gbrintusi) ve B&lom 3.6.2.15'teki
Sekil 15 (bagka bir ekran goruintisu) dikkat gekicidir. Ekran gorintileri, satirlari ve toplam satir sayisini
gosteren bir SQL sorgusunun giktisint gdstermektedir. Toplam satir sayisi, gésterilen satirlarin gercek
sayisiyla eslesmemektedir. Ayrica, siralarda ince bir aralik fark: vardir. Bu, ekran goriintusnin veya
ctktisinin manipile edilmis olmasin: akla getirmektedir. Sekil 5 tutarsiziid: géz éniline sermektedir.

3.6.2.4"chat" table:

Sekil 5. SQL ¢iktisinin ekran goriintistindeki tutarsizhk.

Fox-IT, MIT raporu Bélum 3.6.2.15'deki asadidaki durumu da belirlemistir:
Kullantct tablosunda depolanan, sifresi ¢oziilmiig verilere 6mekler asagida gosterilmistir:

("Kullanici Adi™ tabiri, kullanic adt / kodunu ve "diiz" ise yapian caltsmalar sonucu sifresi

¢Oziilmag kullanict sifresini belirtir.)
Yukaridaki "diiz" stununun analiz igin MIT tarafindan kullanici tablosuna eklendigini

gostermektedir.
Ayrica, MIT raporu Boiim 3.5.5, komut satir ciktisi oldugunu disiindiren bir liste icermektedir.

Liste sunlan gdstermektedir:

rootahst-46-166-160-137 -2 l
iptables -t LOGGING l
liptables -A IHPUT -5 5.2.80.0/21 -1 LOGGING |

Bu liste iptables komutunun giktisini gostermektedir. Bununia biriikte, komutun kendisi listede
gérinmemektedir. Komut satin éneki (root@hst-46-166-160-137.~#) géruniir oldugundan, bu
beklenmedik bir durumdur. Bu, komutun bu girigten kaidirildigini géstermektedir. Sonug olarak, hangi
komutun girildigi bilinmemekte ve okuyucu, ¢iktinin temsil ettigi seyi dodrulayamamaktadir.

MIT raporu Boliim 3.6.2.11 sekil 11'de baska bir tutarsizlik bulunmustur. Resimde "log" tabiosu
okunurken gosterilen sorgu komutu olarak "select * log2 liMIT 50" kullanilmigtir. Halbuki baslikta “log”
tablosu yer almaktadir. Bu, analistierin bir tablo ekledikleri veya degistirdikleri ve log2 olarak
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adlandirdiklarini akla getirmektedir. Tablodaki diger bilgilerin eklenip eklenmedigi, kaldinldidr veya
degistirilip degistirilmedigi agik degildir.

Yukaridaki tutarsizlikiar, agiklama yapiimaksizin veri taban sonugtarinin veya ekran
gorintilerinin tahrif edilip degistirildigini gosterdiginden &tlr(i sorunludur. Sonug olarak, rapordaki
bilgilerin hangisinin orijinal veri oldugu ve hangi bilgilerin, hangi amagla MIT tarafindan degistirildigi acik
degildir. Bu durum, sunum éncesinde nelerin degistirildiginin, nigin degistirildiginin ve tam olarak neyin
disarida brrakildi§imin sorgulanmasina neden olmaktadir. Bilgileri kanit olarak sunarken, seffafiik, orijinal
veriler (gercek kanitlar) ile analist tarafindan eklenen veya degistiriten veriler arasindaki aynmin
yapilmasi ¢cok 6nemiidir.

» 4.4.2 Raporiama Bigimi ve Okunabilirlik

Genel olarak Fox-IT, MIT raporunu (stii kapall, iyl yapilandinimamis ve temel ayrintilardan
yoksun bulmaktadir. Bu sadece bir bicimlendirme sorunu degildir. Onemli ayrintilar atiayan,
okunamayan bir rapor yazmak, okuyucunun sorugturmay inceleme imkanin azaltir. Bir rapor ciddi
hukuki sonuglarin temeli olarak kullaniidiginda, yazar sorugturma ile ilgili higbir soru birakmamak igin
raporda kusursuz ve 6zenli olmalidir.

Asagidaki érnekler bu sorunu géstermektedir;

- Yazma tarihi ve slrGim yonetimi gibi temel belge yénetimi bilgileri eksiktir.

- Fiili sorugturma sorulari hakkinda higbir aciklama yapiimamigtir. Sorulari ortaya koymak,
okuyucuya, atilan adimiar izlemek igin baglam bilgisi sadiar ve aragtirmacilarin sorusturma igin tarafsiz
bir baglangi¢ noktasi oldugunu gésterir. Sonuglar, bundan sonra sorusturma sorulariyla ilgili olarak
deg@erlendirilebilir.

- MIT raporunun 4. bélimiindeki 2. maddede yazar, ByLock'in gelistiricisi ve niyeti ile iigili ait
"sonu¢ ve degderlendirme"yi agiklamaktadir. Bu maddeler ¢ok agik ve belirgin olmadiklari gibi raporun
icinde de agiklanmamistir. Ayrica, gercek yada bulgu olarak sunuldukiarindan raporda bu maddelerin ilk
bahsedildigi yerin sonuglar olmamas gerekir.

- Bu bélimdeki 2. maddenin sonu¢ kisminda "... uygulamanin global bir uygulama maskesi
altinda FETO/PDY Uyeleri tarafindan kullamima sunuldugu" sonucuna varmaktadir. Bununla birlikte,
bolim 4, daha fazla argliman listesi yapmaya devam etmekte ve daha sonra yine bir benzer sonuca
varmaktadir. Bu sonuglann birbirleriyle nasi! iliskili oldugu ve nihai sonucun dayandid: argimanlarinin

ne oldugu agik degildir.

Fox-IT son 15 yida birgok dijital sorusturma raporu okumus ve yazmigtir. Bu tecribeye
dayanarak, Fox-IT MIT raporunun kalitesini, ézellikle ra
ontine alindi§inda, ¢ok disik bulmaktadir.
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5.1. ByLock Sorusturmasinda MIiT Tarafindan Kullani a&@o’?ﬁgﬂn{a Metodu Hakkinda
Fox-IT'nin Diglinceleri Nelerdir?

MIT sorusturmasindaki birgok temel bulgu, Fox-IT tarafindan yapilan agik kaynak arastirmasiyla
celigkilidir ve diger bulgulann ise MIT tarafindan sunuian kanitlarla desteklenmedigi goriimustir, Dahasi,
MIT sorusturmas seffafliktan yoksundur. Delil ve analiz adimlari ¢odu durumda MIT raporunda
atlanmigtir. Birgok bulgunun (dogrulanabilir olaniar) yanhis oldugu gériimustir. Bu durum, dodrulanma
olasiligi bulunmayan bulgulardan birgogunun da dogrulanabilir oimasi durumunda, yanlis ya da tutarsiz
oldugunun kanitianabilecegi izlenimini birakmaktadir.

MIT'in alternatif bagka bir senaryoyu (ByLock'un minhasiran iddia edilen FETO/PDY Oyelerinin
kullanima sunulmadigi senaryosu) sorusturdugu yéniinde bir gésterge bulunmadigindan, Fox-IT, MIiT
sorusturmasinin  nesneliikte eksik oldugu sonucuna varmaktadir. Bir sorusturmada alternatif
senaryolann aragtinimasi iyi bir uygulamadir. Alternatif senaryo, arastirmacitarin dnceden tarimlanmig
bir sonuca dogru, pesin hiikiimlii sekiide, dar bir bakis agisi ile sinirlanmasimin 6nlenmesine yardimei
olur. Fox-IT'nin MIT sorusturmasi (izerine yaptigi incelemede, MiT'in énceden belirtilen sonuca dodru
onyargih oldugu ve MiT'in bu nyargiya kargi koymak igin sorusturmalarinda gerekli nesnelligi ve titizligi
gostermedidi gozlemlenmistir.

Fox-IT, MIT raporunda tanimlanan MIT sorusturmasinin, bu raporun 3. béliminde &zet halinde
verilen adli ilkelere bagh kalmadigini ve bu nedenie adli sorusturma olarak gérilmemesi gerektigi
sonucuna varmigtir. Sorusturma, geligkili ve asilsiz bulgulan, nesnellikten ve seffafliktan uzak olmas:
nedeniyle temeiden kusuriudur. Fox-IT, ByLock hakkinda daha kapsamli, objektif ve seffaf bir adii

sorugturma yUrataimesini 6nermektedir.

5.2 MiT'in ByLock uygulamas: Kultanan Kigileri tespit etme yéntemi Ne kadar Gegerlidir?

MIT raporu, kigilerin tespiti hakkinda gok sinirl bilgi icermektedir. Fox-IT, ByLock kuliamic
hesaplarinin tek bagina bir birey iie iligkilendirimesinin zor oldufunu géstermistir. BylLock hesabi
olustururken, dider bireylerin kimligine burinmek kolaydir ve MIT, kisilerin tespit edilmesinde ByLock
sunucu gunlugunde bulunan 1P adresi bilgisinden bagka bir bilgiye sahip degildir. Bu IP adresini gergek
kiilerle iligkilendirmek basit degildir ve hataya agik bir iglemdir. Bu nedenle yanlis kisilerin ByLock
kullanicilar: olarak tanimlanmasina yol agabilir.

MIT raporu bu yéntem hakkinda biigi vermediginden, Fox-iT, tanimlama y6énteminin saglamhigini
degerlendirememigtir. Bu metodun agikianmasinin ihmal edilmesi rahatsizlik vericidir. Yéntemdeki
hatalar ortaya konulamamaktadir ve okuyucunun MiT'in hata yapmadidini varsaymasi beklenmektedir.
Seffaflik adli tip aragtirmalarinin temel itkelerinden biri olsa da sorusturmanin bu kritik kism seffafliktan

tamamen uzaktir.

5.3. MiT"in, FETO/PDY ile ByLock Arasinda iliski Oldugu Hiikmiiniin Saglamlik Niteligi
Nedir?

MIT raporunun sonuglan ve bulgulari Fox-IT tarafindan incelenmistir. Degerlendirme safhasinin
ciddi sekilde kusurlu olduju ve belitilen dokuz argimanin yedisinin yanhg veya sipheli oldugu

28




gosterilmigtir (bkz. Sonug 6.1). Geriye kalan iki argiman kendi bagina, MiT'in sonuglarin desteklemek
icin yeterii degildir. Sonu¢ olarak, MIT raporunun cikarsamasi olarak ortaya konulan "Byl.ock,
minhasiran FETO/PDY terdr érgitiniin tyelerinin kullanimina sunuldu” hakmii, saglam bir hikim
degildir.

5.4. Fox-IT Tarafindan Tespit Edilen ByLock Sorusturmasi ile ilgili Baska Hususlar Var
mudir?

Fox-IT, MIT raporunda sonuglarin ve/veya ekran gériintillerinin MIT tarafindan tahrif edildigini
gosteren tutarsiziiklarla kargliagmistir. Rapordaki bilgilerin hangisinin orijinal veriden kaynakiandigi ve
hangi bilgilerin MIT tarafindan (hangi maksatla) degistirildigi belli oimadigindan, bu durum oldukga
sorunludur, Bu, MiT'in mevcut bilgilerin hangi béliim{in( sunulmadan énce degistirdidi, nicin degistirildigi
ve tam olarak hangi kisimlarin diganda birakildi§) veya degistirildigi sorularini giindeme getirmektedir.
Bilgileri kanit olarak sunarken, orijinal veriler (gercek kanitlar) ile analist tarafindan eklenen veya
degdistirilen veriler arasindaki aynmin yapiimasi, seffaflik acisindan gok dnemiidir.

Dahasi, Fox-IT, MIT raporunu 8rtill, kapal, iyi yapitandinimamig ve énemii detaylardan yoksun
olarak degerlendirmektedir. Kéti raporlama yalnizca bir bigimlendirme sorunu degildir. Onemli ayrintitan
atlayan ve okunamayan bir rapor yazmak, okuyucunun sonuglara gétiren sorusturmay) detayl inceleme
imkanini azaitir. Bir rapor ciddi hukuki sonuglarin temeli olarak kullanildiginda, yazar sorusturma ile ilgili
hi¢bir soru birakmayacak bigcimde kapsamli ve 6z olmalidir.

Fox-IT son 15 yilda birgok dijital sorugturma raporu okumus ve yazmistir. Bu tecriibeye
dayanarak, Fox-IT MIT raporunun kalitesini, 6zellikle varilan hikiimierin hukuki sonuglar géz éniine

alindiginda, ¢ok distk bulmaktadir.

[
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6 - INCELENEN BELGELER ve VERILER
Sorugturma sirasinda Fox-IT tarafindan asagidaki belgeler incelenmistir:

1. ByLock uygulamasi teknik raporu. MiT'in raporu, yeminli bir terciman tarafindan Tulrkge'den
Hollandaca'ya cevrilmistir. Holiandaca rapor, Ingilizce dil igin yeminli terciman tarafindan
Hollandaca’dan Ingilizce'ye gevrilmigtir. Tiirkge, terciime edilen ingilizce ve Hoilandaca dokimaniar 19
Temmuz 2017'de Miivekkil tarafindan Fox-1T'ye fiziksel dokiimanlar olarak teslim edilmistir.

Fox-IT, bu sorugturma sirasinda halka acik olan ByLock uygulamast siriimlerini analiz etmistir.
Bylock Android uygulamasinin asagidaki sOrimlerinin halen mevcut oldugu tespit edilmis ve

incelenmistir.

2. Android igin ByLock 1.1.6. Uygulama, http://downloadapk.net/down_ByLock-Secure-Chat-
amp-Talk.601634.html adresinden bir APK dosyas! olarak indirilmistir. Dosya 20 Temmuz 2017 tarihinde
indirilmigtir. Fox-IT, dosyanin kripto grafik 6zet fonksiyonu degerlerini asadidaki gibi hesaplamigtir:

MDS5 karma® b43eeb3fed4c20061e0¢87f4d371508d
SHA1 karma aeb4256fa23d0d5090c5506e2d647f8d6a63f4af

3. Android icin Bylock 1.1.7. Uygulama, https://m.downioadatoz.com/bylock-secure-chat-
tatk/net.client.by lock/bylock-secure-chat-talk,v1.1.7-download.html adresinden bir APK dosyas) olarak
indirilmisgtir. Dosya 20 Temmuz 2017 tarihinde indirilmistir. Fox-IT, dosyanin kripto grafik 6zet fonksiyonu
degerlerini asadidaki gibi hesaplamigtir:

MDS5 karma 84fddf10a23f4f25h5212232b73cd557

SHA1 karma ¢ac87620162e211b4fb02719a244b8127610cb7e

Asagidaki surimler MIT raporunda belirtilmistir, ancak analiz etmek igin
kaynaklarda artik bu siirlimierin mevcut olmad:§) tespit edilmistir:

Byl.ock for Android 1.1.3 {’
Android 2.0 igin BylL.ock (Bylock ++) \ - /S0 5001 8150 17"39;;4
W Accrediied e
s
& \‘H--*"’c'\:b‘
4 Tran®

36 gir kripto grafik ozet fonksiyon degeri, bir algoritma kullanarak hesaplanmis matematiksel bir ifadenin sonucudur. Hesaplama yalnizca bir yonde galigir, yani
orijinal veriyi befilemek igin karma deder kullanitamaz. Bir kripto grafik &zet fonksiyon de@eri, verinin dijital parmak izini temsit eder ve bir dizi sayidan (sabit
uzunlukta) clusur. Genellikle, adli olarak saglam bir kepyanin olugturulmasi sirasinda bir kripto grafik 6zet fonksiyon dederi kaydedilir. Béylece kopyanin bitinligi,
karma degerini tekrar hesaplayarak ve orijinal olarak kaydedilen kripto grafik dzet fonksiyon degeri ile kargilagtirarak kontrol edilebilir. Bilinen ve yayg!n olarak
kullanilan kripto grafik dzet fonksiyon algoritmaiarn MDS, SHAT ve SHA256dr.
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7 - EKLER
7.1. ByLock.net Zaman Cizelgesi

Agagidaki tabloda, zaman icinde bylock.net alan adi tarafindan bagvurulan miilkiyet bilgilerindeki
ve |P adreslerindeki degisiklikleri listelenmistir.

[SAYFA 31 VE 32’DE BULUNAN TABLO]
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[SAYFA 31 VE 32'DE BULUNAN TABLO]
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Tablo 3: Bylock.net zaman glzelges 18 Tra fj?*/
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7.2. Teknik Terimlerler Soziligii

Android Paket Kiti

Android igletim sistemi tarafindan mobil uygulamalar ile ara katman yaziimlarinin dagitim| ve
kurulumu i¢in Kullanilan paket dosya bigimi.

APK
bakiniz, Android Paket Kit

Kaynak Koda Déniigtiirme

Caligtirdabilir bilgisayar kodunun kaynak koda (geri) dénistirmek icin kullanilan bir teknik.
Genellikle bir programin ¢alismasini analiz ederken kullaniimaktadr.

DNS
bakiniz, Alan Adi Sistemi

Alan Ad) Sistemi
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Internet'e veya bir 6zel aga bagl bilgisayarlar, hizmetier veya difer kaynaklar icin hiyerargik dadik bir
adlandirma sistemi. Katilimci varhklanin her birine atanan alan adlari ile gesitli bilgileri iliskilendirir. En yaygin ofarak,
daha kolay bir sekilde ezberlenen alan adlarini, bilgisayar servislerini ve cihazlan bulmak ve tanimlamak icin

gereken sayisal IP adreslerine gevirir.
HTTPS (Glvenli HTTP)

Guvenli HTTP, Internet'te yaygin olarak kullanilan ve bilgisayar agi Uzerinden giivenii iletisim amaciyla
kulfarmlan bir iletigim protokolidiir. HTTPS, Tagima Katmani Guivenligi veya onun bir éncesinde yer alan Giivenli
Soket Katman: tarafindan sifrelenmis bir baglanti ile caligan, Képrii Metni Aktanm Protokolit (MTTP) tizerinden
kurulmug iletigimden olugur. HTTPS igin ana motivasyon, ziyaret edilen ag kaynaklanimin kimligini dogrulamak ite
alinan/verilen verilerin gizliligini ve bitinligini korumaktr.

Java

Egzamanh, sinif tabanli, nesne yonelimli ve miimkin oldugunca az uygulama bagimlihigina sahip olacak
gekilde tasarlanms genel amach bir bilgisayar programiama dili.

Vekil sunucusu

Diger sunuculardan kaynak isteyen istemcilerin istekleri igin aracilik yapan bir sunucu (bilgisayar sistemi
veya uygulama). Bir istemci, bir dosya, baglanti, web sayfasi veya farkl bir sunucudan erigilebilen diger kaynaklar
gibi bazi hizmetleri talep edenler vekil sunucusuna baglanir. Istenen kaynak daha sonra hizmetin bulundugu esas
sunucudan alinir veya olasi bir énbellekten ulasiiir.

SSL Sertifikasi

Guvenli (SSL) bir badlantt igin kullanilan bir agik anahtar sertifikasidir. Acik anahtar sertifikasi, agtk
anahtarin sahipligini kanitlamak igin kullanian elektronik bir beigedir. Sertifika, anahtara ait, anahtann sahibinin
kimligine (6zne denir) ait ve sertifikanin igerigini dogrulayan bir varligin (imzalayan olarak anilir) dijital imzasina ait
bilgi igerir. Imza gegerli ise ve sedifikay inceleyen yaziim imzalayana ghveniyorsa, sertifikanin 6znesiyle guvenili
bir sekilde ietisim kurmak igin bu anahtan kuflanabilir. Tagima Katmani Givenliginde (TLS) sertifikanin 6znesi
genellikle bir bilgisayar veya bagka bir aygittir, ancak TLS sertifikalari, aygitian tanimlamadaki temel rollerine ek
olarak kuruluglari veya kigileri de tanimlayabilir. Bazen eski adi olan Giivenii Soket Katmani (SSL) olarak da
adlandiriian TLS, Internette giivenle dolasabilmek icin kullantian bir protokol olan HTTPS'in parg¢asi olarak bilinir.

SQL

Yapisal Sorgulama Dili (SQL), iligkise! veri tabani ybnetim sisteminde (RDBMS) veya iligkisel veri akig
ybnetimi sisteminde (RDSMS) tutulan veriler igin tasarlanmig, programlamada kullanilan alana 6zgi bir diidir.

Sanal Ozel Ag // LY
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Fox-IT was engaged with a request for an expert witness report in ongoing Jegal proceedings in Turkey. This request was
done by a Turkish lawyer (hereafter: Principaf) representing clients in custody. Principal is requesting an expert opinion on

the following matter.

The Turkish government is currently actively pursuing the prosecution of members of the alleged! terrorist organization
fethuilahg: terdr rgiiti/paralel deviet yapilanmasi (FTO/PDY). To this end, the Turkish Intelligence organization MIT (Mil}
istihbarat Teskilati} has investigated the relation of the chat application Bylock to FTO/PDY. MIT has written a report on this
investigation describing the Bylock application and MIT's findings regarding the relation of the ByLock users to the alleged
FFO/PDY. This report (hereafter: the MIT report} was distributed te the main prosecutor’s office in Ankara.

According to Principal, the report is used by Turkish prosecutors to identify a large number of people as members of the
alleged FTO/PDY and te place people in preliminary custody based on the fact that they have used Bylock. The findings and
conclusions of the MIT report are, according to Principal, not sufficiently scrutinized and incorrect. Therefore, Principal
requests Fox-T to review the repart and provide its expert opinion on the soundness of the methodology, findings and

conclusions.

Fox-IT has received MIT's report in Turkish and two translated copies titled "“ByLock Application Technical Report”. The first
translated report is a sworn translation from Turkish to Dutch. The second translated report is a sworn translation from
Dutch to English refeased on 19 july 2017. The latter report was reviewed by Fox-IT for this expert witness report.

Ry Ty
IO R VA

[DmEEP

g~y

! The narme FTG/PDY refers to a social movement in Turkey, also referred to as the Hizmet movement. The name FYO/PDY Implies a
terrorist arganization. According to Principai, the movement is not generally recognized as a terrorist organization outside the Turkish
government. This discussion is outside the area of expertise of Fox-IT. To prevent the impression of bias, this report will therefore refer to

the organization as offeged FTO/PDY.
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£ ISSUFS ADDRESSED

This section describes the issues addressed in the expert witness review described in this report. The issues are posed by
Principat and formulated by Fox-1T in collaboration with Principal, The following issues are addressed in this report by Fox-

IT:

1. Whatis Fox-ITs epinion on the investigation methodology used by MIT in the ByLock investigation?

2. How sound is MIT’s identification of individuals that have used the ByLock application?
a.  Which method was used to link ByLock accounts to individuals and how reliable is this method?
b. Inwhat way were Bylock accounts created, and was it possible to add accounts that are linked to

another individual?
¢.  Which method was used to determine that a Bylock user was actually active on ByLock and how reliable

is this method?

3. What is the qualification of soundness on MIT’s conclusion regarding the relation between BylLock and the alleged
FTO/PDY?
How is it concluded that the BylLock application is used exclusively by the alleged ETO/PDY?
What is Fox-1T"s opinion on the stated findings and the resulting conclusion?
€. How does the Bylock application relate to other similar chat applications available with respect to

security?

4. Are there any other issues identified by Fox-IT that are relevant to the BylLock investigation?

L ' R T - "- e i
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¥ APPROACH

This section described the approach used by Fox-IT to conduct the investigation required for this expert witness report. The
approach can subdivided in two parts: analysis of the MIT report and analysis of source data to verify stated facts and
observations from the MIT report. Both parts are described in the following subsections.

3.1 Analysis of MIT investigation and report

During this research, Fox-1T analyzed the MIT report regarding the soundness of the digital investigation process used by
MIT in their investigation. Specifically, the methodology, argumentation, findings and conclusions of the MIT investigation
were assessed. Since results from the ByLock investigation are submitted as evidence in legal procedures, the investigation
is evaluated as a forensic investigation. Multiple relevant articles and books are written and cited on the principles of
forensic evidence and forensic investigation. Fox-IT adheres to the following principles when conducting investigations
which are well-described in the book Digital Evidence and Computer Crime?:

1. Objectivity. The interpretation and presentation of evidence should be free of bias to provide decision with
ctearest possibie view of the facts. All possible hypotheses should be analyzed and evaluated in order to make
sure that the investigator has no tunnel vision and is unbiased in his/her investigation.

2. Evidence authenticity. Authentication of evidence is the process to determine that the evidence is wat the
proponents claim it is. This includes demonstratmg that presented evidence is the same/as;gv %{1‘1} Was ollected,

demaonstrating who handled the evidence and why.
3. Evidence integrity. Integrity checking is required to verify that evidence is not a
supporting evidence authentication. The verification process of digitai datais u
cryptographic hash functions. The hash functions produce a {nearly) unique fingé rlnrbfda‘tg Th]sfmgerpnntvf“
can be used at any time to verify that data is unchanged from when the hash w gjqafcu t(j‘g’i 181501700

4, Transparency/Repeatability. It should be possible to independently examine an \{f\l’fy the' df‘é‘tg i’cﬂansu: Hf’
process in its entirety. A key element of verification is the ability to reproduce the pg.m process ynder\
same conditions with a consistent level of quality being observed each time the process\é} m"n Equgé's for all

hypotheses should be included.

These principles were applied as criteria to evaluate the MIT investigation and report.

3.2 Fact-checking

Fox-IT attempted to verify the facts and observations relevant to the conclusions of the MIT report. To this end, open and
closed sources were researched and data from BylLock was analyzed to the extent that this was available at the time of this
research. Analysis was also performed by decompilation of the ByLock Android application and static analysis of the
decompiled code. Section 5 describes which Bylock application data was examined by Fox-IT.

Furthermore, online open sources were researched to verify observations described by MIT related to Google searches,
Twitter and other online platforms.
Data from the Bylock servers was not available for analysis by Fox-IT. Therefore, the observations and facts stated by MIT

with respect to the Byl.ock server data were not checked.

Various observations and facts (presented by Fox-IT and MIT) have been plotted in a timeline to create a clear overview of
the various events. Since the MIT report appears to use the attempted coup on 15 july 2016 in Turkey as an important paint
in time, this date is mentioned on multiple occasions in this report as a reference point in time,

< Digital Evidence and Computer Crime, 3™ edition. 2014. Eoghan Casey.
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4.1  What s Fox-IT’s opinion on the investigation methodology used by MIT in the Bylock
investigation?

The BylLock application and the corresponding communicating servers were subjected to technical examination by MIT. In
the MIT report, the methodology is not described explicitly. Fox-IT has attempted to deduce the investigation performed by
MIT and summarized the content of each section of the MIT report as follows:

= Section 2 provides general information on the ByLock application.

*  Section 3.1 describes the legal grounds for, and methods used, in obtaining data stored in the Bylock application
Servers.

*  Section 3.2 describes an analysis performed by MIT of IP addresses and domain names refated to ByLock. Through
analysis of the different versions of the application and open-source investigation, MIT makes observations and
draws conclusions on the application infrastructure.

*  Section 3.3 describes results from an open-source research on ByLock performed by MIT. MIT compared the
searches made from Turkey and worldwide for the word “ByLock” in search engines. Based on their observations,
MIT draws conclusions with respect to the usage and goals of the ByLock application,

¢ Section 3.4 describes results from analysis of eryptographic protocols used by Bylock and reverse engineering
performed by MIT.

*  Section 3.5 describes results from an analysis of a Bytock server performed by MIT. It explains the BylLock
infrastructure and describes observations about the supposed administrator of the Bylock server and the server
itself. Conclusions are drawn based on these observations with respect to intentions of the adminjs_t_[gjg{;_

*  Section 3.6 describes the results of the examination of database files derived from the se T, M}K‘ébi“a:'

o I - Ay "’".-
database file of 109GB where the BylLock application data was stored. This section ela @}fﬁ} on the datab‘asé’a
‘ N
ik

model and the content. {,}’/ ‘."{p \
*  Section 3.7 describes statistical data of the ByLock server analyzed by MIT. Ng't,' Taiis ! ﬁji \. r.x\
*  Section 4 holds the assessment and conclusion. MIT concludes that ByLock has bee, ered to the ve use ‘;E;
of the members of the alleged terrorist organization of FTO/PDY. “L{"l“‘ 1808001 & 150 17100 .
) - Vo N Accredited 4
4.1.1 Transparency and evidence authenticity % ) ‘&?;:,
Fox-IT noticed 2 general lack of transparency in the MIT repert. Furthermore, no information was 0 j\giﬂf_{%ﬁ‘

verification of integrity of the investigated data. This section will elabarate on these two findings,

Based on the MIT report available, Fox-IT is unable te verify that the evidence has not been affected during handling of the
Bylock data. Calculating cryptographic hashes of an acquired dataset is the accepted method to fingerprint forensic data for
later verification of integrity. It is good practice to document the hashes and generate an audit trail, such that at a later
stage, itis possible to independently verify that the meaning of the evidence has not been altered during the digital forensic
process. No hashes and no audit trail have been included within the MIT report. Especially for the ByLock database data it is
essential that an audit trail and hashes are available, since essential findings have been derived from that dataset,

The MIT report describes multiple findings and conclusions, but the report lacks a description of the analysis steps taken
leading to most of the findings. This makes It difficult for the readers to serutinize the investigation method(s) used.
Transparency Is in the interest of natural justice: it should be possible to verify that the investigation was reliable and
accurate. The most notable section in the MIT report where this fails is section 3.6. This section describes a crucial part of
the Bylock investigation: outcomes of the investigation on the Bytock server, The section contains screenshots that contain
inconsistencies in itself or are Inconsistent with the surrounding text, suggesting manipulation of either the source data or
the screenshot {or both). Section 4.4.1 of this report elaborates on this. If the report would have detailed the steps taken by
the analyst leading to the screenshot, it may have clarified the inconsistencies. This is not the case, Fox-iT finds this a
serious Issue, since it raises questions regarding the integrity of the results and provides no means to examine the methods
and verify results,
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Furthermore, it is good forensic practice to document in what way and on which location the investigated data has been
acquired and which specific techniques were used. The MIT report contains no documentation on the data acquisition, This
makes it impossible to verify whether the data set is complete and that no relevant data is missing.

4.1.2 Application servers and the Bylock.net domain

The first finding that MIT presents in section 3.2 is that only IP address 46.166.168.137 had been used for bylock.net
in the period from 1 September 2015 to 9 October 2016. MIT identified nine different IP addresses by work conducted in
connection with a self-signed SSL certificate issued in the name of “David Keynes”, Fox-IT performed research on the P
addresses and domain names used by BylLock in order to verify the findings.

Fox-IT has performed a search for |P addresses that hosted an SSL. certificate with common name “David Keynes” using
PassiveTotalP4. This resulted in the following 10 iP addresses:

46.166.1608.137
46.166.164.176
46.166.164.177
46.166.164.178
46.166.264.179
46.166.164.1808
46.166.164.181
46,166.164.,182
46.166,164,183
69.64.56.133

The first nine IF addresses are mentioned in MIT's report. The last IP address was not mentioned in the
Bylock.net resolved to this IP address from April 2014 to August 2014, 5o it is possible this was the first Bylock
application server, It 1s unclear why this Is not mentioned in the MIT report,

Fox-IT performed an open-source investigation on the domain bylock.net and 1P address 46.166.168.137 to
determine the ownership information and IP addresses referenced by this domain name. The changes in this information
over time are listed in appendix 7.1. It was observed that the domain bylock.net resolved to 46.166.164.137 only
from August 2014 to March 2016. This contradicts the statement in the MIT report, stating that bylock .net resolved to
that IP address from 1 September 2015 to 9 October 2016. Fox-IT concludes that the bylock.net domain was active only
until March 2016 and could not have been used in the period from April 2016 leading up to 15 July 2016. Table 1 inciudes a

timeline on the Bylock versions.

S e :,—- Bk , ' =
- -

3 2 i i
-
. .

e = e
April 2014 ByLock.net domain resolving 69,64.56.133 PassiveTotal
11 July 2014 Android Bylock 1.1.3 uploaded to downioadatoz downloadatoz.com
13 July 2014 Android Bylock 1.1.3 uploaded to Google Play Store web.archive.org
10 August 2014 ByLock . net domain resolving to 46.166.168.137 PassiveTotal

? passiveTotal from RiskIQ providec intelligence on internet data sets like passive DNS, WHOIS, SSL certificate data, web trackers, and more.

4 https://community.riskig.com/search/certificate/issuerCommonName/David%20Keynes
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22 August 2014 i05 Bylock 1.1.3 uploaded to Apple App Store sensortower.com

23 August 2014 Android Bylock 1.1.4 uploaded to downioadatoz downloadatoz.com

24 August 2014 Email confirmation from balticservers that iP range MIT report, page 14
46.166.164.176/29 is ready for use

4 Septernber 2014 Android ByLock 1.1.6 uploaded to downloadatoz downloadatoz.com
15 November 2014  Blog announcement re blocking of IP addresses MIT report, page 17
24 Dec 2014 Android Bylock 1.1.7 uploaded to downloadatoz downloadatoz.com
26 Dec 2014 Android Bylock 1.1.7 uploaded to Google Play Store web.archive.org
March 2016 ByLock.net domain deactivated PassiveTotal
15 July 2016 Attempted coup Various
Table 1. Yimeline of Bylock versions and domain records for bylock.net. Aﬂf'—éff‘ a‘fm;_;}\w
re LLefig s
e SN
Next, Fox-{T examined the Bylock application for Android version 1.1.6 and 1.1.7 to determine the app}(ca;ﬂ; loh server . ’,::;
addresses used in those versions. it was observed that BylLock 1.1.6 uses the hardcoded IP address 4 &é‘gﬁ . 2,1164,51\ % it
version 1.1.7 uses IP address 46.166,164.181. Both IP addresses are part of the IP addresses #ist ‘the M ". -
BylLock version 1.1.6 was available as an upgrade from 4 September 2014, As a result, after 4 Septenjber, | ypgrated-er.... . [
v . ailal Rrg P ’ P ﬂ}ag%ﬂg&¥i%g%jﬁ? £,
newly installed ByLock application would connect to one of these two IP addresses instead of the ser\‘@s t byllgck e g ST
s ¢ K

a 4
) COrE A Y
The two servers have been an active part of the ByLock infrastructure as either: a feditad , Cy
o L
. - Fay T .
1. A Bytock application server or €] o e

2. A proxy server to a Bytock application server.

The MIT report does not mention anything related to investigation of these servers. This raises relevant questions:

- How were these two servers used in the Bytock infrastructure and why is investigation of these servers not

included in the MIT report?

- If they were actually proxy servers, how does this relate to the statements on page 17 of the MIT report regarding
the blocking of IP addresses from Turkey? MIT states that “it is clear that by blocking access of IP addresses [..]. It
is believed that this was another fictious measure to prevent identification of individuals using the application”.
Since BylLock versions 1.1.6 and 1.1.7 do not contact 46.166.160. 137, the mentioned firewall blocking on that
server would not apply to those (v1.1.6 and v1.1.7) ByLock clients. This observation does not support MiT's
assessment of the developer attempting to force users through VPN connections,

413 Open-source research

There are muitipfe problems in the investigation and results described in section 3.3 of the MIT report. All of them are
relevant for the conclusion.

Search trend incline

The first figure in section 3.3 depicts the Google Trends resuits for search term “Bytock” for the worldwide scope from
December 17, 2013 to February 17, 2016. However, the subscription says “ByLock search statistics (Turkey)”. This raises the
question: to which statistic is the text referring?
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Searches from Turkey

Page 10 of the MIT report states that the searches on the term “Bylock” were made mastly from France, the United
Kingdom {UK) and the United States of America {USA). Page 10 contains a figure depicting Google Trends resuits from a
query filtered on the countries Turkey, USA, UK and France. This is misleading to the reader: if other countries would have
higher scores, then it would not be shown in that graph, because it only shows the four mentioned countries.

Fox-iT attempted to reproduce the Google Trends result by searching on “ByLork” in the Google Trends web application.
This query was performed on 17 Aug 2017. The query was also performed using proxy servers from different countries to
account for the possibility that Google would show different results to end-users from different countries: the results are
the same. The result is depicted in Figure 1. The top five countries are respectively (from high to low score): Sweden,
Turkey, Azerbaijan, Cyprus and Norway. The countries France, UK and USA are actually respectively placed 20th, 14™ and
15 of countries with relative most searches on BylLock during the period. This is different from MIT's observation and

invalidates the conclusion in the last paragraph of section 3.3 MIT:
“In light of the statistics, the fact that its usage in Turkey was considerably higher (more users in Turkey thon in all
other countries combined) ... *

Since it is unclear what part of the searches originate from Turkey, MIT’s factual statement is invalid and should be

reconsidered.

e
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Figure 1. Google Trends results for search term "Byl ock" worldwide \t§ LER bRty J
L ACCrgdite
Twitter
fof N
On page 10 of the MIT report, the author states: \\:{J = Y_\f/

“It has become apparent that of the Twitter users who posted content via “ByLock” before July 15, 2016, the vast
majority appear to have been posting content in support of the FETO/PDY.”

There is no explanation on how this fact was established by MIT. There is no Twitter data, statistics or other evidence in the
document that supports this statement. This claim should be questioned since it is not evident and functions as one of the
key findings for MIT's conclusion.

The paragraph goes further:

“This is seen as an indication that users wha could be identified ({...]} are those who are actually affiliated with the
FETO/PDY, and that they were aware of the application and widely used it before it wos known to the public.”

PUBLIC - 12




This suggest that MIT considers the ByLock application unknown to the public before 15 July 2016. Fox-1T has attempted to
verify this statement with available statistics. The Google Trends statistics suggest varying interest in ByLock from at least
the end of 2013 up until the 15 July 2016, peaking between 7 September and 14 September 2014. Historical download and
install statistics from Google Play store® indicate Bylock installations from at least April 2014 and reaching 100,000
installation on 19 January 2015%. Table 2 lists the statistics. These observations suggest that a public has actually known and
used ByLock in the years leading up to 15 July 2016. Given the available information, it is not possible to determine whether
the individuals that installed the application were members of alleged FTO/PDY or not.

22 April 2014 50+

24 April 2014 100+

4 May 2014 1,000+
20 May 2014 5,000+
1iune 2014 10,000+
24 Aug 2014 50,000+
19 Jan 2015 100,000+

Table 2. Google Play Store instailation statistics on Bylock applicotion

Limited number of platforms
QOn page 10 of the MIT report, the author further states:

“before 15 tuly 2016 the opp appeared on a limited number of platforms apart from Twitter”

Fox-IT has observed that before 15 July 2016, the ByLock application was hosted on multiple platforms other than Twitter.
Examples of the platforms that hosted BylLock are Google Play Store, Apple Store, apk-di.com, apkpure.com and
downloadatoz.com. These platforms provide a date and time of last update for each hosted application. This date and time
was well before 15 July 2016 for the ByLock application. Also, it is very likely that before 15 July 2016 a Google search on
the term “Bylock” would fead to multiple platforms hosting the application. The appearance of ByLock is na different than
Fox-IT would expect from an average chat application: it is hosted on the app stores and internet APK download servers and
itis discussed in social media. The statement of MIT is no more true for Bylock than it is for an average chat application.

® http://choilieng.com/apk-on- pe/net.client.by lock.apk

& After this date, the installation number has very likely isen further, The next instalfation number logged would be 500,000 This suggests
that the finai nurmber of instaliations is between 100,009 and £00,000.
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4.1.4 Sub-conclusions

Fox-IT has performed a thorough examination of the information relating to the ByLock investigation to the extent that the
information was {made) available. Furthermore, Fox-IT has, where possible, fact-checked observation and facts stated in
the MIT report. This resulted in the following conclusions regarding the Bylock investigation:

1. Fox-IT noticed a general lack of investigative transparency in the MIT report. Furthermore, no information has
been found which allows verification of integrity of the investigated data. Although it is good practice to
document investigation steps and the data acquisition process, the MIT report contains very ittle information on
these matters. This makes it impossible to verify whether the investigated data set and results are valid, complete
and no relevant data is missing.

2. Fox-IT examined the facts and resuits related to the Bylock application servers and found that the documented
investigation performed by MIT is incomplete and incorrect. Investigation by Fox-{T has shown that MIT's
conclusions with respect to the bylock . net domain were incorrect. Also, Fox-IT has identified two relevant IP
addresses (46.166.164.177 and 46.166.164.181) belonging to the ByLock infrastructure, which apparently
were not investigated.

3. The open-source investigation performed by MIT was examined and fact-checked. Fox-IT has shown that stated
Google Trends observations were fundamentally different from actual Google Trends results. Furthermore, Fox-IT
has shown that claims reiated to BylLock downloads and Twitter are not supported by evidence and in some cases
contradicted by observations from open-source research performed by Fox-IT.

Overall, Fox-IT is of the opinion that, as far as the report goes, the investigation performed by MIT raises many questions
which require a more thorough investigation for a definite answer. More troubling is the fact that multiple findings appear
to be non-reproducible or even incorrect. Other findings could not be verified due to lack of available data (e.z. from the
Bylock server investigation), There is no indication of MIT investigating the alternative scenario: that ByLock has pot
exclusively been offered to members of the alleged FTO/PDY. Investigating existing alternate scenarios is good practice in
an investigation. It helps prevent tunnel vision where investigators are biased towards a predefined outcome. The

conclusions above suggest that MIT was, in advance, biased towards the stated conclusion and/thatf@ﬁ@;ag Ji;
required objectivity and thoroughness in their investigation to counter this bias. /\f‘:{?g, =TT

/o
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4.2 How sound is MIT’s identification of individuals that have used the ByLock

application?

Which method was used to link ByLock accounts to individuals and how reliable is this method?

Section 3.6 of the MIT report describes the results of the investigation into the Bylock database data. This is the only
section containing a reference to identification of individuals as ByLock users.

The MIT report does not describe in what way BylLock accounts are linked to actual individuals. The only reference found in
the report to identify the individual linked to an account is mentioned in section 3.6.2.11 of the MIT report. In that section,
MIT describes that entries in the Log table of the Bylock database have been used to identify individuals. These entries
contain the IP address of the ByLock user during togin and registration.

The MIT report does not describe how this IP address is linked to an individual. However, this attribution of tP address ta
individual is not trivial and can be prone to mismatching, since an IP address is usually not strictly assigned to one
individual. There are multiple chailenges with attributing an IP address to an individual:

Internet service provider log retention. An IP address is a unique identifier of a device in a computer netwark
that uses the internet Protocel for communication. A device can be a personal computer, laptop, tablet, phone,
server, etc. An IP address is issued by a Regional Internet Registry (RIR). Five RIRs manage the allocation and
registration of IP addresses each for a particular region of the world. The customers of a RIR could be either an
fnternet Service Provider (I15P) or end-user organization. In order to link an 1P address to a registrar, information
from the RIR can be obtained. However, when the registrar is an ISP, the ISP holds the information about which P
address has been assigned to which customer. This information can be requested in legal proceedings,

The Turkish regulation on the process and the protection of Personal Data in Telecommunication Sector published
14 luly 2012 contains the regulation with respect to log retention by telecom- and infrastructure providers. The
law states that both telecom- and infrastructure providers must retain communication metadata for at least 1

year’,

When identifying the subscriber using the IP address that logged on to Bylock, it is likely that MIT relied on tog
information from the service provider to identify individuals. iP addresses logged on the ByLock server may be
NAT? addresses or dynamic addresses assigned to a subscriber at a certain time. In both cases, log data is
necessary to attribute the IP address to an individual,

Itis unknown when the Bylock investigation was conducted by MIT {this information is not in the report), but the
estimate is end of 2016. This feaves the question whether the communication metad WOIS
was available. And if not, how the subscribers using the Bylock IP addresses were rglragﬂm ritlf“ed“ ‘2’ ':

7 Telecom laws and regulations handbook. Volume 1 strategic information and regulations. 1ISBN-978-1-3291-6456-7

Network Address Translation is a method of remapping one IP address space into another by modifying network address informatior in 1P
traffic while it is in transit across a traffic routing device, In more advanced NAT impiementations featuring IP masquerading, it has become
a popular and essential tool in conserving global address space allocations in face of iPv4 address exhaustion by sharing one Internet-
routable IP address of & NAT gateway for an entire private network.
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Shared Wi-Fi access points. One scenario where an individual accesses BylLock is by connecting their smartphone
to the internet over a Wi-Fi connection. Wi-Fi access points allow multiple devices to access the same internet
cannection at the same time. it is not uncommeon for access point in people’s homes to be unsecured or an owner
sharing their Wi-Fi password and thus allowing other {unknown) people to access the same internet connection.
In this scenario, when an IP address found in logs on the Bytock server is investigated it will be linked to an
internet subscription number. This subscription is registered on the name of the individual that owns the service
contract. However, as shown above, that individual may be just one of the users using the Wi-Fi connection and
not the Bylock user the investigation suggests.

VPN? or other anonymizing technology. Nowadays, it is not uncommon to use a VPN server to keep web
browsing secure and private. Many VPN services are available on the internet for this purpose. According to the
MIT report, section 3.5.5, ByLock users from Turkey were forced to use such VPN services to access the Bylock
servers due to firewall blocking on the Bylock server. Consider the scenario where a Bylock user connects to
Bylock through a VPN session (see Figure 2 for an illustration).

Now, the source IP address found in the tog table on the ByLock server would belong to the VPN server’s pool of
IP addresses. Thus hiding the IP address of the Bylock user’s internet connection, To retrieve the user’s home IP-
address, the investigator would likely need access to information stored on the VPN server, since the VPN
provider holds the information on which client #f address relates to which VPN session {and corresponding VPN P
address seen in the ByLock log). Often this information is not available on the VPN server due to protection of the
user data on those servers or it will not be provided upon request. It is possible to use multipte VPN connections,
which means that for each VPN server, the investigators needs to overcome the same challenge.

Ease station
{Tutiz e, TutkTeirkom. Vogatone}

1

*Lock

- Operation Scheme !

VPN Service
‘Ot of Turkey

Ryinci Database

Figure 2: Bylock over VPN connection (from MIT report]

Any of the abovementioned three issues may lead to incorrect attribution or impossible attribution of an IP address to an
individual. Since this is a crucial step in identifying the individuals, this method should be scrutinized. Currently, MIT does
not provide any information that allows the examination of their method.

? Virtual Private Network. A technology used to tunnel network traffic over a secure network channel. 12 is also used to provide secure and

anonymaous access to the internet.
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4.2.2 In what way were Bylock accounts created, and was it possible to add accounts that are linked to another

individual?

As mentioned, Fox-IT analyzed versions 1.1.6 and 1.1.7 of the ByLock application. In both versions, a user can register by
creating a username and entering a password. Figure 3 depicts the registration screen of Bylock 1.1.7. No email address,
phone number or other personal identifying information is required when creating an account. Fox-IT has confirmed, by
reverse engineering of the ByLock application that no other information of the phone or user is sent to ByLock servers.

Cancel f

Atieast 1 SYMBOL is Needed

S ey
ISC 500
.

o

Figure 3: Screenshot of registration for a Bylock account.

The loose registration scheme allows creation of arbitrary accounts, since:

¢ There are no restrictions found that require a specific group membership as a condition of use;

*  There is no verification of phone number or email address by the application;

*  There are no format restrictions in the username chosen during registration. This allows entering arbitrary text
like email address, phone number, nickname, etc.

*  Noinvitation is required to register an account. Anyone having access to a Bylock application can register an
account.

This scheme allows for creation of suggestive accounts by registering and using an account with a name or other identifier
(e.g. email address or phone number) related to a real individuat while that individual is unaware of the existence of that
Bylock account.

4,2.3 Which method was used to determine that 2 Bylock user was actually active on Bylock and how reliable is this
method?

Section 4.2.2 of this report describes that arbitrary ByLock user accounts may be registered by anyone having access to the
Bylock appllcation, This leads to the question how MIT has differentiated between users that have only been registered
and logged on to ByLock and users that have actually used Bylock to communicate.
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In the report it is not explicitly described if and how MIT determined the actual activity of the ByLock users. It is therefore
unclear whether the individuals identified by the Bylock investigations have actually been communicating using BylLock.

4.2.4

Sub-Conclusions

Fox-IT has examined the methods used by MIT to identify individuals that have used ByLock. The goal of this examination
was to determine the quality of the methods and then conclude on the soundness of the identification. This examination

resulted in the following conclusions:

1

No identifying information (e.g. email address or phone number} is required to register as a Bylock user. As a
result, it is easy to impersonate other individuals when creating a ByLock account by using 2 suggestive nickname.
The MIT report states that IP addresses from the ByLock database are used for identifying individuals using
Bylock. However, the report omits the method used to attribute the IP addresses to individuals. Attribution of an
IP address to individual is not trivial and prone to incorrect attributions. Fox-IT identified multiple issues that may
lead to incorrect attribution or impossible attribution of a source [P address to an individual. Since attribution of a
source IP address to an individual is a crucial step in identifying the individuals using ByLock, it should be possible
to scrutinize this method. In the MIT report no information is provided that alfows the reader to verify whether
the attribution of an IP address to an individual is reliable.

The MIT report does not mention how MIT has differentiated between user accounts that were actively
communicating and user accounts that have only registered and logged on. It is therefore unclear whether the
individuals identified by the Bylock investigation have actually been communicating using ByLock,

Overall, the MIT report contains very limited infermation on the identification of individuals. Fox-IT has shown that BylLock

user accounts are on their own difficult to attribute to an individual.
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CYOCLIO D

4.3  Whatis the qualification of soundness on MiT’s conclusion regarding the relation

between Bylock and the alleged FTO/PDY?

How is it concluded that the ByLock application is used exclusively by the alleged FTO/PDY?

Below, Fox-IT has summarized the arguments and conelusions as described in the MIT report and as interpreted by Fox-IT.

MIT concludes that the Bylock application is used exclusively by the alieged FTO/PDY based on the following:

The BylLock application is designed to communicate over the internet using a strong cryptographic system, which
aflows sending each message with a crypto key. Fox-1T assumes MIT intends to describe that the messages can be
encrypted using a cryptographic key instead of sending the actual cryptographic key itself.

a.  MIT states multiple observations and findings about the developer of ByLock and concludes that the
developer does not have any corporate or commercial nature.

b.  MIT states multiple observations with respect to ByLock and Turkish language and users. Then MiT
continues to conclude that ByLock was meant to be used by the members of the alleged ETO/PDY under
the disguise of a global application. Some of the arguments listed are:
¢ The administrator blocked IP addresses with origin Turkey.

s Users were forced to use VPN in order to hide their identities.

s Almost all searches on Google for the search term “bylock” were made from Turkey and
significantly increased as of the date access to the application from Turkish IP addresses were
blocked.

s Publications related to Bylock have mostly been posted through fake accounts and in which the
content was in favor of the alleged FTG/PDY.

e Before the coup attempt on 15 july 2016, the ByLock application was not known to Turkish public
or known outside of Turkey.

Utmost security of user id and communication was an aim of the Bylock application. Also, the reason why the
application does not require personal information during sign up and does not have a verifi

ensure anonymity.
The application developer used personally “developed” SSL certificates instead of v§ fidd" SSL cerhﬂcates Fok-{l’
assumes that with the term personally developed 5L certificate, MIT means to ref ‘a sglf-saguqd ¢
MIT continues to conclude on that observation and on the intentions of the devel ﬁgf MIT bejreveé iha
signed certificate was chosen to prevent the flow of information to servers other tlan Hﬁ(bwgé?f";“_' .....
In order to be able to communicate with another registered user, both parties neegdo mutuglly add each%’t#@r 5ot
username/code The application is therefore considered to have been designed to aw sommumcaf‘rﬁﬁ sui ab@
0 “the cell structure”. N e \:. N
The application meets all organizational communication needs and are controiled and sum\bptl/

application administrator.
The automatic deletion of messages from the device after a certain period without manual intervention indicates

that the system is designed to prevent access to communication data and details in the event of a possible legal

\f‘?

confiscation of the device.
MIT makes an inference of the users intention to hide their identity, based on the following observations:

*  Users create long passwords.
*  Users manually download the application on APK websites instead of Android Market or Apple

Appstore,
e Users did not use the real name as user I during sign up.
*  Users used inter-organizational code names instead of real identities in their contact lists and

communication.

Furthermore, MIT states that ‘almost all’ of the content of the decrypted messages are of communications and
activities of alleged FT(/PDY and matched the organization’s jargon.
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9. Members of the organization who were subjected to judicial control measures following the coup attempt of 15
July 2016 conducted by the alleged FTO/PDY have stated that Bytock had been used as an inter-organizational
communication medium by the member of the alleged FTO/PDY.

Based on the above, the MIT concludes that ByLock has been offered to the exclusive use of the members of the alleged
terrorist organization of FTG/PDY,

4.3.2 What is Fox-{T's opinion on the stated findings and the resulting conclusion?

Fox-IT Is of opinion that the resulting conclusion is not founded by the stated findings of MIT above. In this section each of
the arguments is analyzed to determine the accuracy, correctness and soundness, Finally, Fox-iT will provide an opinion on
the overall conclusion.

1. Strong cryptography. MIT states that the BylLock application makes use of a strong cryptographic algorithm, Strong is a
relative term and Fox-IT does not regard the Bylock cryptography stronger than other known chat applications. The use of
cryptography has become common practice in communications in recent years. Chat applications for the masses like
WhatsApp and Facebook use the Signal Protocol which implements sophisticated cryptographic protocols for securing
communications'®!. The encryption used in the ByLock application is readily available using the default Java Application
Programming Interface (AP1). Bylock used standard, publicly available java libraries to provide encrypted communication
between users of the application. Those are included in Java.security and javax.crypto?? and are well-documented??i4,
Section 4.3.3 further elaborates on the comparison between Bylock and other applications in light of the security measures

discussed,

2a. Lack of commercial nature. Assessment of commercial nature of software is outside the expertise of Fox-IT and
therefore Fox-IT will not address this point.

2b. Disguise of global application. The conclusion mentioned in this paragraph is based on findings from section 3.3 and 3.5
from the MIT report. Fox-IT has shown in section 6.1 of this report that relevant findings are not backed by evidence,
questionable or incorrect. The findings described in bullets 5, 6, 7 and 8 were shown to be invalid. Without those findings as
arguments, the conclusion does net hold true.

3. Alm at security and anonymity. Fox-IT finds it likely that the developer had 2 focus on creating a secure communication
application aliowing anonymous use of the application. in a world where privacy is of high importance, Fox-iT is of the
opinion that the ByLock application’s anonymity aim does not imply an intent for use in illegal activities. There are
numerous well-known free applications that have similar goals. For example, the Tor project?s is a well-known anonymity
browser that improve privacy and security on the internet. Journalists use Tor, as weli as the LS, Navy, for surveilling
websites without leaving government IP addressest®, Section 4.3.3 further elaborates on the comparison between Bylock
and other applications in light of the security measures discussed.

0 https://fbnewsroomus.fifes.wordpress.com/2016/07/secret_conversations__whitepaper-l.pdf

1 https://www.whatsapp.com/securitv/WhatsApp-Security—Whitepaper.pdf

2 https://docs,oracle.com/javase/?/docs/api/javax/crypto/packagesummary.html

3 https://docs.oracie.com/javase/?/docs/technotes/guides/security/crypto/(:ryptoSpec.html
B http://docs.oracle.com/javase/S/docs/technotes/guides/security/crypto/CryptoSpec.html
' https:/fwww.torproject.org/

16 https://www.torproject.org/about/tarusers.htmi.en
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4. Seif-signed certificate. t is unclear whether the MIT author is referring to $SL certificates on the Byl.ock servers {for
HTTPS) or SSL certificates on the application. In both cases, the SSL signing party does not impact the ‘flow of information’
as the MIT author states it. In case of S5L certificates for HTTPS, having a certificate authority sign the certificate does not
give the authority access to the data, since the private key is not shared with the authority, The reasoning on this point by
MIT is very unclear and suggests a misunderstanding of public key infrastructures and SSL certificates on the part of the MIT

author.

Fox-IT finds it unlikely that the self-signed certificate was implemented by the developer to prevent data flowing to servers
other than its own. in general, self-signed certificates are easier to implement and are free of cost. It is possible that this
was an incentive for the developer to use self-signed certificates.

5. Communication only in a way suitable to the celf structure. The term celf structure is undefined and ambiguous in this
context. Fox-IT assumes here that it refers to the way the alleged FY0/PDY is organized. Organizational structures are
outside the expertise of Fox-IT.

With respect to the registration procedure, It is relevant to nuance the requirement to meet face-to-face or by intermediary
to exchange login details. The author fails to identify a third, more likely scenario to exchange ByLock details out of band:
use of another communication method (e.g. phone call, WhatsApp, Facebook, Skype). Assuming two individuals are in
contact by WhatsApp (the MIT author does not seem to scrutinize how two individuals meet on WhatsApp), they could
exchange their Bylock details and then switch to communication by BylLock,

6. Organizational communication needs. Assessment of communication needs of organization Is outside the expertise of
Fox-IT and therefore Fox-IT will not address this point.

7. Prevent access in case of legal confiscation. Fox-IT is of the opinion that insufficient knowledge of the developers
intention is available to agree or disagree with the MIT report on this argument. Following, Fox-IT is of the opinion that MIT
is jumping to conclusions on the intent of the developer based on the observations stated in the report, unfess more
information is available to MIT corroborating their conclusion. Automatic deletion of messages is also used In popular sociat
media applications itke SnapChat?’. Section 4.3.3 further elaborates on the comparison between Bylock and other
applications in light of the security measures discussed.

8. Identity hiding. Fox-IT is of opinion that users do not explicitly hide their identity by:

¢ (reating long passwords
The minimum requirement of choosing a password in ByLock is six characters plus at least one symbol. MIT states

that the decrypted passwords included passwords of 38 characters long and half of them were at least 9
characters long. The usage of a strong password is important for security reasons and not considered as a
manner of hiding your identity. The stronger your password, the harder It is to crack the password by hackers
(brute-force attack?®). According to the new guidelines of the National Institute of Standards and Technology
published in June 2017%%, a minimum of B characters is advised and applications should alfow a maximum length
of at feast 64 characters.

e Manually download the application from APK websites

7 hitps://www.snapchat.com/
'8 https://en.wikipedia.org/wiki/Brute-force_attack

¥ http://rvipubs.nist.gov/nistpubs/Special Publications/NIST.SF.800-63b. pdf
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In order to launch an appfication from Google Play Store, the application should meet a number of
reguirements?92, This is in order for Google to give some guarantee to the users that an application is as
expected. Some developers choose to make their application available on other APK wehsites for ease of use.
However, the intention of the developer cannot be verified.

¢  Use another name as user ID during sign up
Most of the chat applications, like WhatsApp and SnapChat, do not require the use of the user’s real name. in
fact, it is not uncommon to use another name as user identification. This applies to the general usage of chat
applications, social media platforms and overall internet services.

9. Bylock used during coup attempt. Fox-IT is unable to verify the statement that Bylock was used by the aileged FTO/PDY,
However, in any case, this argument is invalid due to the base-rate fallacy in statistics??. The statement indicates the
following misconception:

All members of a terrorist organization use ByLock, therefare all Bylock users are members of the terrarist

organization.
This reasoning is a common mistake. A very basic and intuitive analogy to this reasoning is:
All fish swim, therefore everything that swims is o fish.

Which is obviously incorrect. One could still be of the impression that the statement does approximate reality {(nearly
everything that swims is a fish). Then consider the refated example betow:

1in 10,000 people is an online criminal
1in 1600 people use Tor
All eriminals use the Tor network for communicotions

How many of TOR users are criminal?
The answer is andy 1 in 10. So, even though all criminals use Tor, only 1 in 10 of the TOR users is criminal.23

Assuming that, indeed, all alleged FTO/PDY members used ByLock {which is unlikely), there will be a significant number of
ByLock users that are not a member of alleged FT{/PDY. The exact number is determined by the base-rate of the actual

FTO/PDY members.

Based on the analysis described above, Fox-IT is of opinion that the findings presented by MIT do not support the
conclusion that ByLock had been used? as an inter-organizational communication medium by the members of the alleged

FTO/PDY.
4.3.3 How does the Bylock application relate to other similar chat applications available with respect to security?

In this section, Fox-IT will elaborate on the comparison between the Bylock application and other known communication
applications. The authors of the MiT report suggest that the security features of Byl.ock (MIT report section 4 point 1, 3 and
7) are arguments to the conclusion that ByLock was offered to the exclusive use by alleged FTO/PDY. The goal of this
investigation is to put the security features of ByLock into context of other chat applications and determine to what extent
the security features distinguish ByLock from the other chat applications.

W https://developer.android.com/distribute/best-practices/launch/launch-checklist.htmi
2t http:/fr-stylelab.com/company/blog/mobile-technologies/how-to-meet-google-piay-requirements

# httpsy//en.wikipedia.org/wiki/Base_rate_fallacy

# This can be calculated using Bayes theory: P{criminat | Tor) = P(Tor | criminai) * P {criminal} / P(Tor) N ;ﬁ . o
T I T
R TSN L
# The MIT report states ‘offered to the exclusive use’, whick Fox-IT has interpreted as used ‘\«-.Lfm_‘j,\ z
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Encryption

As mentioned in paragraph 4.3.1, the use of encryption has become common practice in communications in recent years.
According to the investigation performed by Fox-IT, the encryption used in the Bylock application was created using
standard, publicly avaitable Java libraries available using the default Java Application Programming nterface (APH).

However, other chat applications have more sophisticated encryption techniques implemented. The Electronic Frontier
Foundation {EFF} launched on 6 November 2014 a score card with an overview of encryption features per application®, see
Figure 4. This score card was last updated on 4 May 2016. From this Figure, it can be seen that WhatsApp is one of the most
secure chat applications. Also, according to recent sources?.27, of chat applications investigated, WhatsApp is the best
secured chat application and has 1,3 billion users? as of July 2017. This implies, that encryption, and therefore secure
messaging, is of great importance to the general user,

Figure 4 lists the security features used by EFF to score chat appiications on security. Of these features, only two features
were confirmed by Fox-IT to be implemented in the Bytock application:

1. Encrypted in transit;
2. Encrypted so the provider can’t read it

** https:/fwww.efl.org/node/82654

* http://www.techworld.com/semrity/best—securevmobiIe—messaging-apps-3629914/
¥ http://www.tech radar.com/news/top-10-best-secure-messaging-apps-of-2017

@ https://www.statista.com/statistiCS/250819/number-of—monthIy-active-whatsapp~users/
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Figure 4: Secure Messaging Scorecord of the EFF.

Seif-destruction

Other than Bylock, a well-known and popular messaging application with a self-destructing message feature is Snapchat.
Snapchat was released in 2011 and has 173 miflion users?®, Also, the popular chat application Viber with 800 million users
added a self-destruction feature®,

% https.//www.statista.com/statistics/5459567/snapchat-app-dau/

% https://www.theverge.com/2017/3/10/14879986/viber-secret-chats-self-destructing-encryption
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Other chat application with a similar feature where content and messages created by the user will automatically delete

themseives after a period of time are:

¢ Telegram3t
*  Bleep¥?

s Wickr®¥

+  Confide®

*  SpeakOn?®

This survey has shown that muitiple Android applications, totaling millions of users, implemented this security feature,
Therefore, ByLock does not appear exceptionally secure.

4.3.4 Sub-Conclusions

Fox-IT has examined the MIT report to determine the quality of reasoning in the canclusian. In the conclusion, MIT puts
substantial weight on Bylock's security measures and alieged goals of the developer. Therefore, Fox-IT has compared
ByLock to other chat applications to put the security features of ByLock into context of the available chat applications.

From this comparison, Fox-iT concludes that the security measures implemented in Bylock are not exceptional and actually
on par with widely used chat applications. The use of self-destruct messages and well-known cryptographic protecols for
hashing passwords and securing data in transit has been implemented in other communication applications used by
millions of users. Therefore, the features mentioned in the conglusion of the MIT report in point 1, 3 and 7 are in no way an
Indication that Bylock is aimed at a specific user group (alleged FTG/PDY) or with a specific purpose other than to
communicate in a secure manner.

The conclusions of the MIT report were thoroughly examined and assessed by Fox-IT. It was shown that the argumentation
is serlously flawed and that seven out of nine stated arguments (findings) are invalid or questionable. This follows from the
Fox-IT findings described in section 4.1. The remaining arguments are in itself not sufficient to support MIT's conclusion. As
a result, the conclusion of the MIT report, “Bytock has been offered to the exclusive use of the members of the terrorist

organization of FTO/PDY”, is not sound,

3t https://telegram.org/

2 hitps://nOwhere.net/chat-privately-bleep/
 https://www.wickr .com/

3 https://getconfide.com/

¥ hitps://www.crunchbase.com/organization/speakon#/entity
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4.4 Are there any other issues identified by Fox-IT that are relevant to the Bylock
investigation?

4.4.1 Notable inconsistencies

Figure 5 in Section 3.6.2.4 {screenshot of SQL output} and Figure 15 in section 3.6.2.15 (another screenshot) of the MIT
report are remarkable. The screenshots suggest output of an 5QL query, showing the rows and a total number of rows
returned. The total number of rows does not match the actual number of depicted rows. Also, there is a subtle spacing
difference in the rows. This suggest manipulation of the screenshot or output. Figure 5 highlights the inconsistency.

3.6.2.4"chat” table:

Figure 5: Fields and properties of the chats table

The chats tabie is a table in which information abaut messaging through the application is stored, and for

figure 5. Inconsistency in screenshot of SQL output

Fox-IT also noted the following in section 3.6.2,15 MIT:

Exomples of decrypted datu stored in the user table are shown below: {“Username” indicates he.user name / code
for the information, and “plain” indicotes the user password decrypted on the basis of ¢

s

ORNE Y

e !‘3(;01“ P
§ st o B o
root@hst-46-166-1608-137:~# VTR E g

W ACCregiv,
iptables -N LOGGING \\:\} TEiag 4
iptables -A INPUT -s 5.2.80.6/21 -j LOGGING ALy
~Y Frapzs

This suggests an output of the command iptables. However, the command itself is not visible in the listing. This is
unexpected, since the command line prefix {root@hst -46-166- 160-137:~#) is visible. This suggests that the command
has been removed from this Hsting. As a result, it is unknown which command was entered and the reader can’t verify what
the output represents.

Another inconsistency is found in figure 11 (section 3.6.2.11) of the MIT report: the depicted gueryis select * from
log2 limit 58;, while the title reads “fog” table. This suggests that analysts have added or medified a table and named
it log2. Itis not clear if other information from the table was added, removed or modified.
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The abovementioned inconsistencies are problematic, since it indicates manipulation of the database results or screenshots
without an explanation. As a result, it is not clear which of the information in the report is from the original data and which
information is modified by MIT and alsc to which end. This raises questions as to what more information was altered before
presentation, why it was altered and what exactly was feft out or changed. When presenting information as evidence,
transparency is crucial in differentiating between original data (the actual evidence) and data added or modified by the

ahalyst.

4.4.2 Reporting styfe and readability

Overall, Fox-IT finds the MIT report implicit, not well-structured and lacking in essential details. This is not merely a
formatting issue. Writing an unreadable report that omits essential details reduces the ability for the reader to scrutinize
the investigation that lead to the conclusions. When a report is used as a basis for serious legal consequences, the author
should be thorough and concise in the report as to leave no questions regarding the investigation.

The following examples illustrate this problem:

*  Basic document management information, such as authoring date and versioning, is missing.

¢ Thereis no description of the actual investigation question(s) that was posed. Posing the question(s) provides the
reader with context information to follow the steps taken and shows that the investigators had an unbiased
starting point for their investigation. The conclusions can then be merited In relation to the investigative
guestion(s).

*  Inthe MIT report section 4, point 2, the author describes 6 ‘conclusions and assessments’ relating to the ByLock
author and intent. These points are 1} not explained in the report (even though they are not evident} and 2}
should not be first mentioned in the conclusions, since that suggests it as a fact or a finding, which was described
before the conclusions.

*  Point 2 in this section resuilts in a conclusion .. that the application was meant to be used by the members of the
FETO/PDY under the disguise of a global application”. However, section 4 continues to fist more arguments and
then results in another, similar conclusion. It is unclear to the reader how these conciusions relate to each other

and on which arguments the final conclusion is based.

Fox-T has read and written many digital investigation reports over the last 15 years. Based on this experience, Fox-IT finds
the quality of the MIT report very low, especially when weighed against the consequences of the conclusions.
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BOCONCLUSIONS

This section provides the conclusions on each of the issues addressed by Fox-IT in this expert witness report. For a more
elaborate documentation of the Fox-iT investigation approach and results, the reader is referred to section 3 and 4 of this

report,

5.1 What is Fox-iT’s opinion on the investigation methodology used by MIT in the Bylock
investigation?

Multiple key findings from the MIT investigation were contradicted by open-source research conducted by Fox-IT and other

findings were shown not to be supported by the evidence presented by MIT. Furthermore, the MIT investigation facks in

transparency: evidence and analysis steps were in many cases omitted from the MIT report. Muitiple findings (that couid be

verified) were shown to be incorrect, which leaves the impression that more findings would proof to be incorrect or

inaccurate if they could only be verified.

Fox-IT finds the MIT investigation lacking in objectivity, since there is no indication that MIT investigated the alternative
scenario: namely that ByLock has not exclusively been offered to members of the alleged FTO/PDY. Investigating alternate
scenarias is good practice In: an investigation. It helps prevent tunnel vision in cases where investigators are biased towards
a predefined outcome. Fox-IT's examination of the MIT investigation suggests that MIT was, in advance, biased towards the
stated conclusion and that MIT has not shown the required objectivity and thoroughness in their investigation to counter

this bias.

Fox-IT concludes that the MIT investigation as described in the MIT report does not adhere to the forensic principles as
outlined in section 3.1 of this report and shoutd therefore not be regarded as a forensic investigation. The investigation is
fundamentally flawed due to the contradicted and unfounded findings, lack of objectivity and lack of transparency. As a
result, the conclusions of the investigation are questionable. Fox-IT recommends to conduct a forensic investigation of

ByLock in a more thorough, objective and transparent manner. o
it i ?‘Tﬁ&rggj}:\\
5.2  How sound is MiIT's identification of individuals that have used the?y&@%k
application? Rien,-

The MIT report contains very limited information on the identification of individuals. Fox-iT has sh \ﬁ;\-thatByLo A
accounts are, on their own, difficult to attribute to an individual: it is easy to impersonate other mﬁgy&ia@@\ﬂh@ @gtjs{.erjﬁ , i‘s z
a Bylock account and MIT is limited to an IP address from the Bylock server log to identify individual® A\ttrlb;ﬁggg ilj}s H; , {7
address to actual individuals is not straightforward and error-prone; therefore, possibly leading to id

wrong individuals as Bylock users.

this method. The omission of a description of this method is troubilng. Any errors in the method will not be discovered and
the reader is left to assume MIT does not make mistakes. While transparency is one of the fundamental principles of
forensic investigations, this critical part of the investigation is completely opague.

5.3 Whatis the qualification of soundness on MIT’s conclusion regarding the relation
between Bylock and the alleged FTO/PDY?

The conclusions and findings of the MIT report were examined by Fox-I7. It was shown that the argumentation is seriously

flawed and that seven out of nine stated arguments are incorrect or questionable (see conclusion 6.1). The remaining two

arguments are, on their own, not sufficient to support MIT's conclusion, As a resuit, the conclusion of the MIT report,

“ByLock has been offered to the exclusive use of the members of the terrorist organization of FTO/PDY", is not sound.
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5.4  Are there any other issues identified by Fox-IT that are relevant to the Bylock
investigation?

Fox-1T encountered inconsistencies in the MIT report that indicate manipulation of results and/or screenshots by MIT. This

is very problematic since it is not clear which of the information in the report stems from original data and which

information was modified by MiT (and to which end). This raises guestions as to what part of the information available to

MIT was altered before presentation, why it was altered and what exactly was left out or changed. When presenting

information as evidence, transparency is crucial in differentiating between original data {the actual evidence) and data

added or modified by the analyst.

Furthermore, Fox-IT finds the MIT report implicit, not well-structured and lacking in essential details. Bad reporting is not
merely a formatting issue. Writing an unreadable report that omits essential details reduces the ability for the reader to
scrutinize the investigation that lead to the conclusions. When a report is used as a basis for serious tegal consequences, the
author should be thorough and concise in the report as to leave no questions regarding the investigation.

Fox-IT has read and written many digital investigation reports over the last 15 years. Based on this experience, Fox-IT finds
the quality of the MIT report very low, especially when weighed against the consequences of the conclusions.
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& DOCUMENTS AND DATA EXAMINED

The following documents were reviewed by Fox-IT during the investigation:

1. Bylock application technical report.
MIT's report was transtated from Turkish to Dutch by a sworn translator. The Dutch report was translated from
Dutch to English by a sworn translator for the English language. The Turkish, translated English and Dutch
documents were delivered to Fox-IT as physical documents by Principal on 19 July 2017.

Fox-IT has analyzed versions of the ByLock application which were publicly available at the time of this investigation. The
following versions of the ByLock Android application were found to be available and examined:

2. ByLock for Android 1.1.6. The application was downloaded as an APK file from
http://downloadapk.net/down_ByLock-Secure-Chat—amp-Talk.601634.html. The fife was downloaded on 20 July
2017. Fox-IT calculated hash values of the file;

. MD5 hash? bd3eeb3fed4c26061e0c87f4d371508d
*  SHAL hash aebd256f223d0d5090c5506e2d647f8d6a63F4af

3. Bylock for Android 1.1.7. The application was downloaded as an APK file from
https.//m.downioadatoz.com/bylock-secure-chat-talk/net.client. by.fock/bylock-secure-chat-talk,v1.1.7-
download.htm/. The file was downloaded on 20 July 2017. Fox-IT calcutated hash values of the file:

*  MDS5 hash 84fddf10a23f4f25b5212232b73¢d557
*  SHAl hash cacB876208162¢211b4fb02719a244b8127610ch7e

The following versions are mentioned in the MIT report, but were na longer available for analysis in online public sources:

¢ Bylock for Android 1.1.3
*  Bylock for Android 2.0 {ByLock++}

IS0 U01 8130 100
ey Aceracitad S
\ﬁ\i‘x:\ ALeredisd gy

% A hash value is the result of 2 mathematical <alculation, using an algorithm. The calculation only works in one direction, meaning that the
hash value cannot be used to determine the originai data. A hash value represents g digital fingerprint of the data and consists of a series
of numbers {of a fixed length). Typically, a hash value is recorded during the creation of a forensically sound copy. The integrity of that copy
can be checked (possibly by cthers) by calculating the hash value again, and checking it against the originally recorded hash value. Known
and commonly used hash algorithrs are MDS, SHA1 and SHA256.
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7

7.1

This table lists the changes in ownership information and IP addresses referenced by the bylpck.net tomain

WARY

APPENDEX

Bylock.net timeline
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14 March 2014 At this date, it was observed that ByLock.net resolved to i?’f:';vp . RiskiQ) -
# Tl I
address 184.168.221.39 hosted by godaddy.com \\Q-’ Passi
-"‘--,‘,f‘ EOOR Y

18 March 2014 At this date, it was observed that Bylock.net resolved to iP DomainTools
address 184.168.221.,39,
31 March 2014 At this date, it was observed that Bylock.net resclve IP address DomainTools
was changed from 184.168.221.39 to 69.64.56.133
29 Aprit 2014 - Between these dates, it was observed that IP address RiskiQ —
10 August 2014 69.64.56.133 was hosted by serverdyou-inc. PassiveTotal
4 August 2014 At this date, it was observed that ByLock.net was last resolved to ~ ViewDNS
IP address 65.64.56.133
Between these dates, it was observed that IP address RiskIQ ~

10 August 2014 ~

12 March 2016

46.166.160.137 was hosted by uab-cherry-servers

PassiveTotal

14 August 2014

At this date, it was observed that the ByLock.net hosted on [P
address 69.64.56.133 and was changed to IP-address
46.166.160.137

DomainTools

19 February 2016

At this date, the last activity was observed for IP address
46,166.160,137

VirusTotal

15 March 2016

On this date, IP address 46.166.160.137 was last resolved on this
date, located in Republic of Lithuania, owned by Dedicated

Servers

ViewDNS

20 March 2016 ~

Between these dates, it was observed that IP address
184.168.221.72 was hosted by godaddy.com

RisklQ —
PassiveTotal

21 April 2016

2 Aprif 2016 At this date, it was observed that Bylock.net resolved to IP DomainTools
address 46.166.160.137 was changed to IP address
184.168.221.72

19 April 2016 BylLock.net hosted on IP address 184.168.221.72 was last seen on  ViewDNS

this date, focated in Scottsdale - United States, hosted by
GoDaddy.com, LLC
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4 May 2016

At this date, it was observed that the 1P address 184.168.221.72

was not resolvable

DomainTools

10 August 2016

On this date, the IP address 217.70.184.38 was hosted by gandi-

sas

Riski(t —
PassiveTotal

11 August 2016

At this date, it was observed that ByLock.net is resolved to a new
IP address: 217.70.184.38

DomainTools

12 August 2016

At this date, it was observed that Bytock.net resolved to IP
address 217,70.184.38 and was changed to tP 104.27.169.137

DomainTools

13 August 2016 -

2 August 2017

Between these dates, it was observed that IP address
104.27.169.137 was hosted by Cloudflare, inc.

RiskIQ —
PassiveTotal

24 August 2016

At this date, it was observed that BylLock.net resolved to 1P
address 104.27.169.137 was changed to IP address
104.27.168.137

DomainTools

13 October 2016 -

2 August 2017

Between these dates, IP address 104.27.168.137 was hosted by

Cloudflare, inc.

RiskiQ —
PassiveTotal

1 August 2017 ByLock.net hosted on IP address 104.27.168.137 was last seen on  ViewDNS
this date, located in San Francisco - United States, hosted by
Cloudflare, Inc.

1 August 2017 Bytock.net hosted on IP address 104.27.169.137 was {ast seenon  ViewDNS

this date, located in San Francisco - United States, owned by

Cloudftare, inc.

Table 3. Bylock. net timeline
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7.2 Glossary of technicai terms

Android Package Kit

APK

Decompitation

DNS

Domain Name System

HTTPS

Java

Proxy server

SSL Certificate

saL

Virtual Private Network

VPN

of mobile apps and middieware.

See Android Package Kit

iy

N Lo, 0 i
LAY el
A technique to transform executable computer code (back W dource codé?&ﬁhmqnl‘!{fﬁ‘ ed
T RS,

when analyzing workings of a program. “a
Y f

See Domain Name System

A hierarchical decentralized naming system for computers, services, or other resources
connected to the Internet or a private network. It associates various information with domain
names assigned to each of the participating entities. Most prominently, it translates more
readily memorized domain names to the numerical IP addresses needed for focating and
identifying computer services and devices with the underlying network protocols,

HTTP Secure is a communications protocoi for secure communication over a computer
network which is widely used on the Internet. HTTPS consists of communication over
Hypertext Transfer Protocol (HTTP} within a connection encrypted by Transport Layer
Security, or its predecessor, Secure Sockets Layer. The main motivation for HTTPS is
authentication of visited web resources and protection of the privacy and integrity of the
exchanged data,

A general-purpose computer programming language that s concurrent, class-based, object-
oriented and specificaily designed to have as few implementation dependencies as possible.

A server (a computer system or an application) that acts as an intermediary for requests from
clients seeking resources from other servers, A client connects to the proxy server, requesting
some service, such as a file, connection, web page, or other resource avaitable from a
different server. The resource requested is then fetched from the other server or retrieved
from a possible cache.

A public key certificate used for a secure (SSL} connection. A public key certificate is an
electronic document used to prove the ownership of a public key. The certificate includes
information about the key, information about the identity of its owner (called the subject),
and the digital signature of an entity that has verified the certificate's contents {called the
issuer). If the signature is valid, and the software examining the certificate trusts the issuer,
then it can use that key to communicate securely with the certificate's subject. In Transport
Layer Security (TLS) a certificate's subject is typically a computer or other device, though TLS
certificates may identify organizations or individuals in addition to their core role in
identifying devices. TLS, sometimes called by its older name Secure Sockets Layer (SSL), is
notable for being a part of HTTPS, a protocal for securely browsing the web.

Structured Query Language {SQL) is 3 domain-specific language used in programming and
designed for managing data held in a relational database management system {RDBMS), or
for stream processing in a relational data stream management system (RDSMS).

A technology used to tunnel network traffic over a tunneling protocel. It is also used to
provide secure and anonymous access to the internet by applying encryption techniques to

secure the channel and hiding the VPN client’s identity.

See Virtual Private Network
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